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SECURE VISAS ACT 


WEDNESDAY, MAY 11, 2011 

House of Representatives, 

Subcommittee on Immigration 

Policy and Enforcement, 
Committee on the Judiciary, 

Washington, DC. 

The Subcommittee met, pursuant to call, at 3:25 p.m., in room 
2141, Rayburn Office Building, the Honorable Elton Gallegly 
(Chairman of the Subcommittee) presiding. 

Present: Representatives Gallegly, Smith, Ross, Lofgren, and 
Jackson Lee. 

Staff present: (Majority) Dimple Shah, Counsel; Marian White, 
Clerk; and Tom Jawetz, Minority Counsel. 

Mr. Gallegly. I apologize for the confusion around here. We 
normally like to have our trains run on time, but as you know, the 
bells just went off and we have a series of eight votes? Seven or 
eight votes. And in the interest of time, I am going to go over and 
start my voting, and then as soon as the voting series is over, we 
will reconvene and we will get on with this very important hearing. 

I appreciate your being here. I appreciate your patience, but 
some things are above my pay grade. Thank you very much. 

[Recess.] 

Mr. Gallegly. I call the Immigration Subcommittee hearing to 
order. 

First of all, I want to apologize to our witnesses for the delay. 
As I said before we left, there was a series of votes and some things 
are beyond our control. And I appreciate your patience and I appre- 
ciate your being here today. 

The Departments of State and Homeland Security both have re- 
sponsibility when it comes to admitting foreign visitors to the 
United States. The Department of State Consular Affairs is respon- 
sible for issuing visas, while Immigration and Customs Enforce- 
ment in DHS operates the Visa Security Program in designated, 
high-risk consular posts overseas. 

Following the tragic events of September 11th, 2001, there was 
a great deal of discussion in Congress with respect to moving the 
visa issuance responsibilities from the State Department to DHS, 
the objective to treat visa issuance as a law enforcement and na- 
tional security function, rather than a foreign relations tool. Rather 
than transferring these functions to DHS in their entirety, the 
Homeland Security Act of 2002 split the visa functions. DHS now 
writes the regulations regarding visa issuance and assigns staff to 

( 1 ) 
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consular posts abroad as part of the Visa Security Program to con- 
duct investigations on visa applications. However, the State De- 
partment still has the responsibility to ultimately issue the visas. 

Unfortunately, the Visa Security Program has not expanded 
nearly as quickly as expected. The Government Accountability Of- 
fice reports that ICE has not implemented its 5-year expansion 
plan or even covered all high-risk posts. Therefore, Chairman 
Smith has introduced legislation. The Secure Visas Act, that re- 
quires DHS to maintain Visa Security Units, known as VSUs, at 
the 19 consular posts that already have them and expand these 
units to the posts that ICE has designated as “highest-risk.” Some 
of these “highest-risk” countries include Yemen, Saudi Arabia, 
Syria, Morocco, Lebanon, and Algeria. VSU’s are critical for na- 
tional security. At VSU-staffed consular posts, 100 percent of appli- 
cants receive additional screening. At non-VSU posts, fewer than 2 
percent of the applicants get extra screening. 

The actions of Omar Farouk Abdulmutallab, who attempted to 
blow up Northwest Airlines flight 253 and kill over 200 innocent 
people on December 25, 2009, refocused attention on the respon- 
sibilities of the Departments of State and Homeland Security with 
respect to visa revocation. 

Abdulmutallab was traveling on a valid visa issued to him in 
June of 2008. The State Department acknowledged that his father 
came into the U.S. embassy in Abuja, Nigeria on November 19, 
2009 and told officials with the State Department and the CIA that 
his son had vanished and expressed concern that he had “fallen 
under the influence of religious extremists in Yemen.” According to 
the news reports, the father’s visit with the U.S. authorities was 
arranged by Nigerian intelligence officials, who his father had con- 
tacted after receiving a call from his son that made him fear that 
his son might be planning a suicide mission in Yemen. 

Despite the father’s visit and the warning he conveyed, the State 
Department made no effort to revoke the visa. The case of 
Abdulmutallab demonstrates that clearly something went dras- 
tically wrong. 

In addition to expanding the Visa Security Program, Chairman 
Smith’s bill provides law enforcement with the tools it needs to re- 
voke visas by clarifying that the Secretary of DHS has the explicit 
power to refuse or revoke a visa when the Secretary determines 
that such refusal for revocation is necessary or advisable in the se- 
curity interests of the United States. 

Under current law, the DHS Secretary can ask the State Depart- 
ment to revoke a visa. The DHS Secretary, however, only exercised 
his revocation once in 2005. The State Department is the entity 
that normally revokes visas. 

Furthermore, this bill makes clear the revocation of a visa is not 
subject to judicial review. H.R. 1741 simply applies the same re- 
view standards to visa revocations that is currently applied to visa 
denials. Ultimately, this bill provides DHS with the necessary tools 
to prevent potential terrorists or other criminals from entering our 
country and doing our citizens great harm. 

At this point, I would yield to the gentlelady from California, the 
Ranking Member of the Subcommittee, Ms. Lofgren. 

The bill, H.R. 1741, follows:] 
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1 12TTT (CONGRESS 
1st Session 


H.R. 1741 


To autliorize the Secretary of TTorrieland Security and the Secretary of State 
to refuse or revoke visas to aliens if in the security or foreign policy 
interests of the I' rated States, h:> require the Sccrctaiy of lionieland 
Se(5urity to review visa applii^ations before adjudl<iation, to pro\d<ie for 
the immediate dissemination of visa revocation information, and for other 
purposes. 


IN THE HOUSE OF REPEESENTATHCES 

May 5, 2011 

Mr. Smtii of Texas (for himself, Mr. BlLlEAiaB, Mr. King of Iowa., Mr. (lAL- 
riEBT, Mr. Poe of Texas, Mr. Eoss of Florida, Mr. Galleglt, Mr. 
Akin, and Mr. McCagg) introduced the following bill; wlricli w'as referred 
to the Committee on the Judiciary, and in addition Lo Uie Commiltee on 
Homeland Security, for a period to be .subseriuentiy determined by the 
Speaker, in each ease for consideration of snelr provisions as fall within 
llie jui’isdicliou of i.he eommiti.ee eoncerned 


A BILL 

To fiiithorize the Secretaiy of Homelantl Security and the 
Secretary' of State to refuse or revoke visas to aliens 
if in the security or foreign policy interests of the United 
States, to require the Secretaiy of Homeland Security 
to review visa applications before adjudication, to provide 
for the immediate dissemination of visa revocation infor- 
mation, and for other puiposes. 

1 lie it enacted iy the Senate and House of Representa- 

2 lives of the JJniled Slates of America in Congress assembled. 
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2 

1 SECTION 1. SHORT TITLE. 

2 This Act may be cited as the “Secure Visas Act”. 

3 SEC. 2. VISA REFUSAI. AND REVOCATION. 

4 (a) Acthokity of the Secretary op IIomeland 

5 Security i\nd the Secret^yeiy’ op State. — 

6 (1) In general, — Section 428 of the llonie- 

7 land Security Act (6 Si.S.d. 286) is amended by 

8 striking subsections (b) and (c) and inserting the 

9 following: 

10 “(b) Authority^ of the SEiiSETARY op Homeland 

1 1 Securityl — 

12 “(1) In general. — Notwithstanding section 

13 l()4(a) of the Immigration and Nationality Act (8 

14 IJ.S.C. 1104(a)) 01 - any other provision of law, and 

15 except for the authority of the Secretaiy of State 

16 under subparagraphs (A) and ((1) of section 

17 101(a)(15) of the Immigration and Nationality Act 

18 (8 T.'.S.G. 1101(a)(15)), the Secretaiy — 

19 “(A) shall hav-e exclusive authority to issue 

20 regulations, establish policy, and administer and 

21 enforce the provisions of the Immigration and 

22 N ationality Act (8 U.S.C. 1101 et seq.) and all 

23 other immigration or nationality laws lelating 

24 to the functions of consular officers of the 

25 l.lnited States in connection with the granting 

26 and refusal of a visa; and 


•HE 1741 IH 
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o 

1 ‘'(B) may refuse or revoke any visa to any 

2 alien or class of aliens if the Secretary, or des- 

3 ignee, determines that such refusal or revoca- 

4 tion is necessary or ad\dsable in the security iii- 

5 forests of the United States. 

6 “(2) Effect of e, evocation. — The revocation 

7 of any Usa under paragraph (1 )(B) — 

8 shall take effect immediately; and 

9 “(B) shall automatically cancel a,ny other 

10 valid Usa that is in the alien’s possession. 

1 1 “(3) JuDTCT.tT. EE’lUEW. — NoUvith standing any 

12 other proUsion of la,w, including section 2241 of title 

13 28, United States Code, or any other habeas corpus 

14 provision, and sections 1361 and 1651 of such title, 

15 no court shall have jurisdiction to reUew a decision 

16 by the Secretary of Homeland Security to refuse or 

17 revoke a \isa, and no court shall have jurisdiction to 

18 hear any claim arising from, or any challenge to, 

19 such a revocation. 

20 “(c) Authority of the Secretary of State. — 

21 “(1) In GbneraIj. — The Secretary- of State may^ 

22 direct a consular officer to refuse a Usa recpiested 

23 by, or revoke a visa issued to, an alien if the Sec- 

24 retaiy^ of State determines such refusal or revoca,tion 


.HR 1741 IH 
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4 

1 to be necessaiy or acbdsable in the foreign policy iii- 

2 tercsts of the Tinitod States. 

3 “(2) Limitation. — No decision by the Sec- 

4 retaiy of State to approve a lisa may override a de- 

5 eision by the Secretary of TTomeland Secni'ity under 

6 subsection (b).”. 

7 (2) Effective date. — The amendment made 

8 by paragraph (1) shall take effect on the date of the 

9 enactment of this Act and shall apply to idsa refns- 

10 als and revocations oecuiTuig before, on, or after 

1 1 sneh date. 

12 (b) Issuance of Visas at Designated Consular. 

13 Posts and Embassies. — 

14 ( 1 ) Tn Gener.AI.. — Section 428(i) of the TTomc- 

15 land Seciirity Act (6 C.S.C. 28(i(i)) is amended to 

16 read as follows: 

17 “(i) Visa Issuance at Designated Consular. 

18 Posts and Embassies. — Notvdthstanding any other pro- 

19 Vsion of law, the Secretaiy of Homeland Security — 

20 “(1) shall conduct an on-site reriew of all risa 

21 applications and supporting documentation before 

22 adjudication at all risa-issuing posts in Algeria; Caii- 

23 ada; Colombia; Egiy)!; Germany; TIoiig Kong; India; 

24 Indonesia; Iraq; Jerusalem, Israel; Joi'dan; Kuala 

25 Ijurnpur, Malaysia; Kuwait; Ijebanon; Mexico; Mo- 
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5 

1 rocco; Nigeria; Pakistan; the Philippines; Saudi Ara- 

2 bia; South Afi’iea; Sjada; Tel Ainv, Israel; Turkey; 

3 linited Arab Emirates; the United Kingdom; Ven- 

4 eziiela; and Yemen; and 

5 “(2) is authorized to assign employees of the 

6 Department to eaeh diplomatic and eonsnlar post at 

7 which \dsas are issued unless, in the Secretarv^’s sole 

8 and unrevTCwablc discretion, the Seerctarj- dctcr- 

9 mines that such an assignment at a particular post 

10 would not promote national or homeland security.”. 

11 (2) Expedited cle,-»iRaxce axd ptace^vient 

12 OF DEPARTMENT OF HOMELAND SBOT'RITY PER- 
IS SONNEL AT Ot^RSEAS EMBASSIES AND CONSULAR 

14 POSTS. — The Secretaiy of State shall accommodate 

15 and ensure — 

16 (A) not later than 1 year after the date of 

17 the enactment of tliis Act. that Department of 

18 Homeland Se(;nrity personnel assigned by the 

19 Secretary of Hornelarrd Security under seetiorr 

20 428(i)(l) of the Homeland Security Act have 

21 been stationed at post such that the post is 

22 fiilh^ operational; aird 

23 (P) not later than 1 year after the date on 

24 which the Secretaiy of Homeland Security des- 

25 ignates an additional consular post or embassy 


•HE 1741 IH 
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6 

1 for personnel under section 428(i)(2) of the 

2 TTomcland Security Act that the Department of 

3 Homeland Security personnel assigned to such 

4 post or embassy ha,ve been stationed at post 

5 such that the post is fully operational. 

6 (c) Visa Revocation. — 

7 (1) iKPOBikLvriON. — Section 428 of the lloine- 

8 land Security .'\ct (6 U.S.C. 236) is amended by 

9 adding at the end the followdiig: 

10 “(j) Visa Revocation Information. — If the Sec- 

1 1 rotary of Homeland Sccuitty or the Sceretarj^ of State re- 

12 yokes a \tsa — 

13 ‘‘(1) the relevant consular, law enforcement, 

14 and terroT-ist serconing databases shall be imme- 

15 diately updated on the date of the revocation; and 

16 "(2) look-out notices shall be posted to all De- 

17 partment of TTomcland Security port inspectors and 

18 Department of State (Consular officers.”. 

19 (2) Effect op ^tsa revocation; .jijdiclal 

20 RECTBW OP ^TSA REVOCATIONS. — 

21 (A) In GENERAL. — Section 221 (i) of the 

22 Immigration and Nationality Act (8 ThS.C. 

23 1201(i)) is amended by striking the final sen- 

24 tenee and inserting the follovdiig: “A revocation 

25 under tins subsection shall take effect inime- 


■HR 1741 IH 
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7 

1 diately and slmU automatically cancel any other 

2 valid visa that is in the alien’s possession. Not- 

3 withstanding any other pro'^ision of laAv, includ- 

4 ing section 2241 of title 28, United States 

5 (lode, or any other habeas corpus proUsion, and 

6 sections 1261 and Idol of such title, a revoca- 

7 tion under this subsection may not be reUewed 

8 by any court, and no court shall have jurisdic- 

9 tion to hear any claim arising from, or any 

10 challenge to, such a revocation.”. 

11 (R) EPFECTm^ DATE. — The amendment 

12 made by subparagraph (A) shall take effect on 

13 the date of the enactment of this Act and shall 

14 apply to rcA'Ocations under section 221(i ) of the 

15 Immigi-ation and Nationality Act (8 L’.S.d. 

16 1201(1)) occurring before, on, or after such 

17 date. 

O 
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Ms. Lofgren. Thank you, Mr. Chairman. This hearing touches 
on many important issues and I am looking forward to hearing the 
testimony of each of the witnesses. 

Although I apologized to each of them individually, I share in 
your apologies for the late start. It was unavoidable. As we were 
casting those votes, I was thinking of you sitting here in the room. 

Our embassies and consulates abroad really represent our face to 
the world and serve many critical functions, and the visa adjudica- 
tion process is really important to advancing America’s interests in 
legitimate travel, trade promotion, and educational exchanges, as 
well as business. It also plays an important role in keeping us safe 
by identifying people who would do us harm before they ever arrive 
at ports of entry, and meeting all of these goals is important to en- 
suring our security. 

Now, as the Chairman has said, when Congress created the De- 
partment of Homeland Security, there was what I call a robust dis- 
cussion about how involved the new agency should be in setting 
visa policy and handling the day-to-day business of adjudicating 
visa applications overseas. And the current act gives DHS author- 
ity over visa issuance, regulations, and authorizes the Secretary to 
refuse visas based on current law by working through the consular 
officers. And it also created the Visa Security Program. 

Recognizing the State Department’s expertise in foreign policy 
matters, the act retained the core functions of consular officers, and 
one of the most important functions they perform is adjudicating 
the very large number of visa applications that are received every 
day. Under the current system, consular officers collect biographic 
and biometric information, run the names, fingerprints, digital pho- 
tographs through a variety of security and background checks, and 
ultimately the consular officer makes a decision regarding visa eli- 
gibility. When a case triggers national security or other concerns, 
it is forwarded to Washington, D.C. for a security advisory opinion. 
Even without red flags, broad categories of cases are routinely sub- 
mitted for SAO’s to undergo additional checks by intelligence and 
law enforcement agencies, and then any hits are manually re- 
viewed by an analyst. 

According to the State Department, this process took place 
300,000 times last year. Unfortunately, the number of false 
positives that were encountered is very high. About 98 percent of 
the time a case was referred for an SAO, the analyst concludes that 
the law enforcement or security-related information in the system 
had nothing to do with the person who was applying for the visa. 
Because surnames in many parts of the world are similar or iden- 
tical, mistakes are regularly made. 

Now, the Homeland Security Act, mentioned by the Chairman, 
tried to lay out a framework that would be workable but left the 
agencies to fill out the details. We had an opportunity to check 
with General Colin Powell, hoping we might actually get him to be 
a witness here at this hearing, but he was not available this week. 
But he talked about really the personal negotiations that went on 
between him as Secretary of State and Homeland Security Sec- 
retary Tom Ridge, and they really reached a conclusion that I think 
in many ways has worked, maybe needs some improvement, but 
the shared responsibilities mean that each agency now plays a sig- 



11 


nificant role in determining who comes to the U.S., with State prin- 
cipally in charge of the visa process, but DHS and Customs and 
Border Protection as final gatekeepers determining who is per- 
mitted to board planes headed for the country, who is permitted to 
walk through the ports of entry. 

Now, I am interested in hearing the witnesses’ views on how this 
is working, whether we can adequately meet our goals while facili- 
tating legitimate trade and travel and make this work in a very 
seamless and smooth way. 

At the outset, I will say on the bill that the Chairman of the full 
Committee has introduced that I have a concern about the judicial 
review provision. It is already the case that visa revocations or de- 
nials made abroad are insulated from judicial review, and I for one 
would not change that. But this bill would eliminate judicial review 
for persons who are in this country and are placed in removal pro- 
ceedings. That means that people who have resided lawfully in the 
United States for many years, who could have U.S. citizen spouses 
and children, could face the prospect of being permanently sepa- 
rated from their families without the opportunity for judicial re- 
view. 

The Supreme Court has long recognized that the writ of habeas 
corpus guaranteed by the Suspension Clause of the Constitution 
provides a means by which to test the legality of executive deten- 
tion. The Great Writ has also been used throughout our history to 
challenge the legality of deportation and exclusion proceedings. 
And this has been recognized by the Congress in the Intelligence 
Reform and Terrorism Prevention Act of 2004 and again in the 
REAL ID Act in 2005. And I think the bill as written would fail 
were it to be changed on constitutional grounds, and I thought it 
important to raise that at an early stage of the proceedings. 

And I would also, Mr. Chairman, ask unanimous consent to sub- 
mit for the record a letter from the ACLU regarding this point, as 
well as a statement from Senator Menendez. 

Mr. Gallegly. Without objection. 

[The information referred to follows:] 
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AMERICAN CIVIL LIBERTIES UNION 


May 10,2011 

The Honorable Lamar Smith 
Chairman 

House Judiciary Committee 
2409 Rayburn House Office Bldg 
Washington, DC 20515 

The Honorable John Conyers. Jr 
Ranking Member 
House Judiciary Committee 
2426 Rayburn Office Bldg 
Washington, DC 20515 

Dear Chairman Smith and Ranking Member Conyers 


RE: ACLII Opposes the Secure Visas Act oflOll (II.R 1741) 


orrtCfRS AMP PtRBCTOfte 

• ■'I ■> 


On behalf of the American Civil Liberties Union (“ACLU"). a non-partisan 
organization with over half a million members, countless additional activists and 
supporters, and 53 afRliates nationwide, we urge you to oppose the Secure Visas 
Act of 2011 (HR 1741) when the bill comes up for consideration. For 90 years 
the ACLU has protected the rights of immigrants by ensuring equal protection 
and fairness under our laws The Secure Visas Act. specifically section 2(b)(3>. 
is an attack on the federal courts* vital oversight function - essential to our 
separation of powers - that is secured through independent judicial review by 
Article 111 judges of visa revocations Review by an independent federal court is 
a tried -and -true oversight mechanism checking executive branch action 
Removing it is an affront to the Constitution's guarantees of due process and 
judicia) review. 


Under long-established law, individuals placed in deportation proceedings on 
account of visa revocation are guaranteed judicial review by an immigration 
judge Without judicial review, the government could abruptly revoke the visas 
of individuals admitted to the U S. as permanent residents or those admitted 
based on their possession of valued skills - investors, physicians or engineers, for 
example Upon visa revocation, those whom our goveminent once welcomed 
into this country as valuable contributors would be subject to many permanent 
consequences including deportation, separation fi'om U.S. citizen family 
members, termination of employment and severing of investment and other 
Hnanctal ties to the U.S With so much at stake, Congress has seen hi to retain 
judicial review for those placed in deportation proc^ings on account of visa 
revocation to protect law-abiding individuals against mistakes or violations made 
by government authorities 
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Section 2(b)(3) of the Secure Visas Act mandates that “no United States court has jurisdiction to 
review a decision by the Secretary of Homeland Security to refuse or revoke a visa.” This 
provision is intended to end access to federal courts for those admitted to the United States on 
the basis of a visa that is subsequently revoked on any ground. Yet Congress itself recently and 
specifically required judicial review of these visa revocations when it passed the Intelligence 
Reform and Terrorism Prevention Act of 2004.^ Combined with the provisions of the REAL ID 
Act of 2005,^ these post- 9/1 1 statutes established a baseline of judicial review that must be 
harmonized with the Supreme Court's holding that “some judicial intervention in deportation 
cases is unquestionably required by the Constitution.” INS v. St. Cyr, 533 U S, 289, 300 (2001) 
(quoting Heikkiki v. Barber, 345 U.S. 229, 235 (1953)). If enacted, the Secure Visas Act would 
end “judicial intervention” in visa revocations and thereby violate the Supreme Court’s 
constitutional principle of independent Article III judicial review. As a result, the Act would be 
subject to a lengthy (and successful) litigation challenge, frustrating its purpose of “allow[ing] 
U.S. officials to expedite the removal of terrorists who are in the United States on a visa.”'^ 

In considering the Act, it is also crucially important to scrutinize its overbreadth and the incorrect 
claims made on its behalf First, while purporting to be a national security measure, the Act 
strips judicial review fora// visa revocations. The Secure Visa Act’s provision to end judicial 
review of visa revocations would affect a much wider range of people than the bill’s purported 
national security focus. There are multiple grounds for visa revocation that have nothing to do 
with national security or terrorism, some of which are highly technical and/or easily infringed 
without malicious intent. See 22 C.F.R. § 41. 122(h) (listing nine grounds for visa revocation 
other than national security concerns, including alleged fraud and cases where “the visa has been 
physically removed from the passport in which it was issued”). Past judicial review of visa 
revocations has corrected legal errors, such as the revocation of a family’s visas because the 
primary applicant’s spouse and two minor children did not personally appear for a consular 
interview. See Wongv. U.S. Dep’t of Stare, 7S9V.2d 1380, 1385 (9^^ Cir. 1986) (“Mrs. Wong 
and her children traveled to the United States. To revoke a nonimmigrant visa at that stage 
because the consular officer failed to ensure that the correct procedures were followed, when the 
alien is actually qualified to receive the visa, seems harsh, indeed.”). 

The Secure Visa Act’s constitutional infirmities are compounded by exaggeration of its practical 
benefits. An inaccurate claim in support of the Act states that “[ujnder current law, a terrorist 
whose visa has been revoked is allowed to remain in the U.S. to fight their deportation instead of 
being sent home.’”* In fact, challenges to visa revocation, like all other petitions for federal court 
review, can continue without the person being in the U.S.; only individuals who are granted 
judicial stays of removal, which require “a strong showing that he [or she] is likely to succeed on 
the merits,” are permitted to remain in the U.S. while their cases are heard. See 8 U.S.C. § 
\252(h)(3)(B)', Nken V. Ho/der, l29S.Ct. 1749(2009). Equally misleading is the contention 
that “H R. 1 74 1 simply applies the same review standard to visa revocations that is currently 
applied to visa denials.”^ Visa applicants from abroad, who have not been admitted to the 
United States, are not granted access to administrative review of visa denials before Article I 


* Intelligence Reform and Terrorism Prevention Act of 2004, Pub. L. No. 108-458, § 5304. 
^REALIDActof2005,Pub. L. No. 109-13. 

^ House Committee on the Judiciary, “Chairman Smith Introduces Secure Visas Act.” (May 5, 
2011), available at http;//judiciary.house.gov/news/SecureVisas.html 
"* “Secure Visas Act,” supra note 3. 

^ Id 
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adjudicators - an immigration judge and the Board of Immigration Appeals, who are part of the 
executive branch - in contrast to those persons whose visas are revoked when they are within the 
United States. 

In 2004-05 Congress recognized that visa revocations by the executive branch require 
independent oversight by the Article ITT judiciary. There is no indication that the current regime 
of judicial review is impeding expeditious removal of terrorists whose visas were revoked. The 
ACLU urges the House Judiciary Committee to oppose the Secure Visas Act. Please contact 
Joanne Lin, ACLU legislative counsel, with any questions at 202/675-2317 or jlin@.dcaclu.org. 


Sincerely, 

Laura W. Murphy 

Director, Washington Legislative Office 





Joanne Lin 
Legislative Counsel 


Cc; 

Members of the House Judiciary Committee 
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Roben Mencndez - US Senator for New Jerse> Newsroom 


Page 2 of 4 


• Newsroom lhttD://rneflendez.sqn«to.QOV/f>ew«roofnWBt>n > 
c71ejda4M21 

Grasstey Amendment on Visa Revocation 

May 23. 2007 

M President. I rise in strorrg opposition to (tie Grassiey amondment. which would abolish the last remnant ol 
liidicisl review on wsa revocations 

Currenity. ludicial review or visa revocation is already severely resincted in fact visa revocations are insulated 
from any judiaal review when the visa holder is outside the U S and consular officers have exceptionally broad 
aiithortty to make revocation derisions 

The only aiea that limited judicial review ol vise revocations remains available s with respect to individuals who 
aie in the U.S and are placed in removal proceedings as a result of the revocation Judicial review ts permitlad 
in the context ol removal proceedings ifihe revocatron is the sole ground for rerr>oval This is a critical check on 
government authanly to make arbiimfy decisions 

11 is vitally important to allow court review of removal prcx:eedings because a person's ability to remain in the 
U 6 IS ai stake The immigration airthorNies. as occasionally happens, may have made a mistake in the 
person's case or the person may have compe<lir>g circumstances that warrant consideraticn by a judge 

This amendment would eliminate that last remaining remnant of ludicial review Not allowing judges lo consider 
the orcumslances of a case denies basic Amencan due process arxl does r>ot solve the problem of 
undocumented immigralion 

Eliminaling judicial review for aH visa revocations ts unnecessary and unduly expands the already broad 
discretliMisiy authority of the executive branch to make Ife-aRenng decisions 

Imagme Ihe following case A foreign government wt>o wants to reign m one of thea dissidents provides false 
mformatlon lo the U S. consulate that leads Ihe consul to revoke the visa The Slate Department notifies the 
Department ol Homeland Security and Immigration and Customs Enlorcemenl picks the person up and places 
him into removal proceedings 

That Individual would have absoh/tefy NO ability to contest Ihe basis for rerrwval. And that individual couU be a 
LEGAL PERMANENT RESIDENT 

Expostng mdividuBls in this country lo such arbitrary and capncious government action is un*Amer«can We 
should be stnving for more baiant^ and more transparency m our immigratton system not less. 

Any program can be evisceraled in practice by reslnctive rules unfair adjudicaiion. impermissible chiena or 
broad interpretations That is why judiaal review and due process ts so vllaify important I urge my colleagues 
on both sides oi the aisle lo stand together and oppose this unnecessary amendment. 

Uav»criPt;window pnnUU thrfBl/rTwnendez-senatejiov/senar? 
Pnmtiiia Pagt e^mwltnuPBoa id-4774bQ37-SbM-4f40>ai)76- 


hllp y nicntndcz senate gov newsr4Xim/pn;ss.’rclco!«/'’id=4774b‘)37-5b3d>4r40-ab76*c7lcf 5/U/20! 1 


Ms. Lofgren. I yield back. 

Mr. Gallegly. I thank the gentlelady. At this time, I will recog- 
nize the Chairman of the full Committee and the sponsor of the 
pending legislation, my good friend from Texas, Mr. Smith. 

Mr. Smith. Thank you, Mr. Chairman. 

In response to what the Ranking Member just said, I trust that 
that means she supports 95 or 96 percent of the bill, and I take 
that as a good sign. We can talk about the judicial review 
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Ms. Lofgren. If the gentleman would yield, I would not want to 
give that misimpression, but I thank the gentleman for his com- 
ment. 

Mr. Smith. I was going by the number of words you might have 
disagreed with. 

But in any case, the broader point is that visa revocation is a dis- 
cretionary decision. Numerous circuit courts have concluded that 
visa revocations are in fact a purely discretionary power held by 
the Secretary of DHS and therefore are not subject to any constitu- 
tionally mandated judicial review. So we might argue about the 
pros and cons. I just don’t want to leave the impression that some- 
how it is constitutionally mandated. 

Mr. Chairman, in any case, in light of Osama bin Laden’s death, 
some believe the “war on terror” has ended, and that the threat 
posed by al Qaeda and other terrorist groups has diminished. This 
is far from the truth. In the words of Wn Laden himself, “I can be 
eliminated, but not my mission.” 

The 19 hijackers involved in the September 11, 2001 terrorist at- 
tacks applied for 23 visas and obtained 22 out of 23 visas. These 
terrorists began the process of obtaining visas almost two and a 
half years before the attack. At the time, consular officers were un- 
aware of the potential indicators of a security threat posed by these 
hijackers. 

Recent events underscore the need to strengthen and improve 
visa security. We know terrorists use loopholes in our immigration 
system to enter the United States. 

After receiving a B2 tourist visa, Omar Farouk Abdulmutallab 
attempted to blow up a plane on its way to Detroit on Christmas 
Day 2009. Thankfully, his attempt was thwarted and hundreds of 
innocent lives were spared. 

Although he failed in his attempt to murder innocent people, 
Abdulmutallab should never have been allowed to board the plane 
to Detroit. Despite warnings from Abdulmutallab’s father about the 
son’s possible Muslim radicalization, the U.S. visa issued to him in 
2008 was neither identified nor revoked. 

More recently, Khalid Aldawsari, a 20-year-old who entered the 
United States from Saudi Arabia on a student visa, was arrested 
on February 24, 2011 on terrorism charges, including attempted 
use of weapons of mass destruction. While Aldawsari was screened 
by the Visa Security Units, he had never come to the attention of 
law enforcement before because he was a “lone wolf’ actor and he 
never demonstrated any harmful or criminal tendencies. 

Authorities only learned of Aldawsari February 1, 2011, when a 
shipping company and a chemical supplier called authorities to re- 
port a suspicious attempt to purchase a large quantity of Phenol, 
a chemical that can be used to make explosives. 

The Homeland Security Act of 2002 authorized the placement of 
Department of Homeland Security Visa Security Units at “highest- 
risk” U.S. consular posts. This was an effort to address lapses in 
the current system, increase scrutiny of visa issuance, and prevent 
terrorists from gaining access to the United States. Visa security 
units ensure that thorough background checks are conducted on all 
visa applicants, not just a select few. 
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The intent of the Visa Security Units is to ensure that national 
security, and not meeting the demands of foreign nationals for 
visas, is the number one goal of our visa issuing process. Unfortu- 
nately, since 2002, neither the State Department nor DHS has put 
a high enough priority on the establishment of Visa Security Units. 
Visa security units exist only in 19 consulates located in 14 coun- 
tries. Meanwhile, there are close to 50 countries that have been 
designated as “highest-risk.” 

Last week, I introduced legislation to make the visa process more 
secure. H.R. 1741, the “Secure Visas Act,” requires placement of 
Visa Security Units at all U.S. consular posts in highest-risk coun- 
tries such as Algeria, Lebanon, and Syria. 

H.R. 1741 also grants the Department of Homeland Security Sec- 
retary the authority to revoke a visa in cases like that of the 
Christmas Day Bomber and to delegate that authority to appro- 
priate agency officials. These are common-sense steps that ensure 
no one who seeks to harm our country is able to enter and stay in 
the United States. 

In addition to making it harder for terrorists to enter the U.S., 
The Secure Visas Act allows U.S. officials to remove suspected ter- 
rorists and others with revoked visas who are already in the U.S. 
Under current law, an alien terrorist in the U.S. whose visa has 
been revoked can remain in the U.S. to fight their deportation in 
Federal court and force the Government to release classified infor- 
mation. Giving litigation rights to terrorists makes no sense. The 
Secure Visas Act closes this loophole and allows the terrorist to be 
removed from American soil without threatening the disclosure of 
intelligence sources and methods. 

Many national security officials warn of future attacks. We don’t 
need national security officials to simply predict attacks. We need 
them to prevent attacks. That means we must prevent terrorists 
from entering this country before they act, and this legislation al- 
lows us to do just that. 

Visa security is critical to national security. Terrorists will con- 
tinue to enter the U.S. legally if we do not improve and secure our 
visa process. 

The September 11th hijackers, the Christmas Day Bomber, and 
the Texas university student terrorist serve as proof that the war 
on terror continues and that radical jihadists are as committed as 
ever to killing Americans. America must be equally committed to 
stopping them. 

Thank you, Mr. Chairman, and I will yield back. 

Mr. Gallegly. I thank the gentleman. 

Without objection, other Members’ opening statements will be 
made a part of the record of the hearing. 

We have a very distinguished panel of witnesses today. Each of 
the witnesses’ written statements will be entered into the record in 
its entirety. I would ask that each witness summarize his or her 
testimony in 5 minutes or less. To help you stay within the time, 
there is a little light system down there with a yellow light that 
would let you know you have 1 minute remaining, and then the red 
light would signal that the 5 minutes has expired. I really appre- 
ciate your cooperation on this so we can get through and have ev- 
eryone have their opportunity to ask questions of the witnesses. 
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Our witnesses today starts with Gary Cote. He serves as the Act- 
ing Deputy Assistant Director for the U.S. Immigration and Cus- 
toms Enforcement Office of International Affairs. He is the former 
director of the Visa Security Unit within the Office of International 
Affairs where he was responsible for managing the ICE head- 
quarters Visa Security Unit and all foreign ICE Visa Security 
Units. Throughout his 37 years in law enforcement, he has held 
various high-level positions. 

Our second witness is Mr. David Donahue. He serves as the Dep- 
uty Assistant Secretary for Visa Services at the Bureau of Consular 
affairs, U.S. Department of State. Prior to this position, he was the 
Director of Office Policy coordination and Public Affairs in the Bu- 
reau of Consular Affairs. Mr. Donahue joined the Eoreign Service 
in 1983 and has held numerous positions stationed throughout the 
world. Mr. Donahue graduated from St. Meinrad College in Indi- 
ana. 

Ms. Janice Kephart is the Director of National Security Policy at 
the Center for Immigration Studies. She previously served as coun- 
sel to the 9/11 Commission. Ms. Kephart received her bachelor’s 
from Duke University and J.D. from Villanova Law School. 

And our fourth witness today is Mr. Edward Alden. Mr. Alden 
is the Bernard L. Schwartz Senior Eellow at the Council on Eoreign 
Relations. Prior to joining the council, Mr. Alden was the Wash- 
ington bureau chief for the Financial Times and also served as the 
project director for the independent task force on U.S. immigration 
policy. Mr. Alden holds a master’s degree in international relations 
from the University of California at Berkeley. 

Mr. Cote, we will start with you. Welcome. 

TESTIMONY OF GARY L. COTE, ACTING DEPUTY ASSISTANT DI- 
RECTOR, OFFICE OF INTERNATIONAL AFFAIRS, U.S. IMMI- 
GRATION AND CUSTOMS ENFORCEMENT, U.S. DEPARTMENT 

OF HOMELAND SECURITY 

Mr. Cote. Thank you. Chairman Gallegly, Chairman Smith, 
Ranking Member Lofgren, and distinguished Members of the Sub- 
committee. 

On behalf of Secretary Napolitano and Assistant Secretary Mor- 
ton, thank you for the opportunity to discuss ICE’s international ef- 
forts to protect the Nation. Today I will discuss the important role 
that the Visa Security Program, along with the State Department, 
plays in protecting the homeland by helping to identify individuals 
who present a risk before they can travel to the United States. The 
Visa Security Program places DHS law enforcement officers in U.S. 
embassies abroad to work with the State Department consular offi- 
cers and diplomatic security agents to secure the visa adjudication 
process. 

As you know, section 428 of the Homeland Security Act of 2002 
authorized the Secretary of Homeland Security to administer and 
enforce the Immigration and Nationality Act and other laws relat- 
ing to visas, refuse and revoke visas for individual applicants in ac- 
cordance with the law, assign DHS officers to diplomatic posts to 
perform visa security activities, initiate investigations of visa secu- 
rity-related matters, and provide advice and training to consular of- 
ficers. In short, the Homeland Security Act directed DHS to assist 
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in the identification of visa applicants who may attempt to enter 
the United States for illegitimate purposes, including illegal immi- 
gration, criminal- and terrorist-related activities. 

The visa adjudication process is often the first opportunity to as- 
sess whether a potential visitor or immigrant presents a threat to 
the United States. The U.S. Government has long recognized the 
importance of this function to national security. I)HS regards the 
visa process as an important part of its broader security strategy, 
and the Visa Security Program is one of several programs focused 
on minimizing global risks. 

DHS does not participate in all visa adjudications. Rather, DHS 
becomes a part of the process following initial screening of an ap- 
plicant in countries where a Visa Security Unit is present. The 
Visa Security Program efforts complement the consular officer’s ini- 
tial screening. This is accomplished by conducting targeted, in- 
depth law enforcement-focused reviews of individual visa applica- 
tions and applicants prior to issuance, as well as recommending re- 
fusal or revocation of applications where warranted. 

ICE now has Visa Security Units at 19 high-risk visa adjudica- 
tion posts in 15 countries. In fiscal year 2010, ICE opened offices 
in four additional locations. Also in fiscal year 2010, ICE agents 
screened 815,000 visa applicants at these 19 posts and, in collabo- 
ration with their State Department colleagues, determined that 
104,000 required further review. Following the review of these 
104,000 applications, ICE recommended the refusal of more than 
1,300 applicants. In every instance, the State Department followed 
the Visa Security Unit recommendation and refused to issue a visa. 
Visa Security Program recommendations have also resulted in 
State Department visa revocations. 

Effective border security requires broad information sharing and 
cooperation among U.S. agencies. In January, ICE signed a memo- 
randum of understanding outlining roles, responsibilities, and col- 
laboration between DHS and the State Department’s Bureau of 
Consular Affairs and the Diplomatic Security Service. The MOU 
governs the day-to-day operations of the Visa Security Units at 
U.S. embassies and consulates abroad. 

To facilitate information sharing and reduce duplication of ef- 
forts, ICE and the State Department support collaborative training 
and orientation prior to overseas deployments. Once they are de- 
ployed to overseas posts, ICE and State Department personnel 
work closely together in working groups coordinating meetings, 
trainings, briefings, and engage in regular and timely information 
sharing. 

Under the direction of the Homeland Security Council, beginning 
in May 2008, ICE and the State Department collaborated on the 
development of the Visa Security Program’s site selection method- 
ology and came to an agreement on current site selection criteria 
which is based on risk. The process for selecting a particular site 
for a unit begins with the ICE site selection evaluation, which in- 
cludes a quantitative analysis of threats posed by applicants at a 
particular consular office, as well as a site visit assessment. The 
site assessment and proposal are then entered into the formal nom- 
ination process and, prior to deployment of personnel, must be re- 
viewed and approved by the chief of mission at a particular post 
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in a manner consistent with the National Security Directive-38 and 
its implementing guidelines. 

I see that my time has expired. Thank you for your opportunity 
for me to testify today, and I would be willing to answer any ques- 
tions that you may have. 

[The prepared statement of Mr. Cote follows:] 
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INTRODUCTION 

Chairman Gallegly, Vice-Chairman King, Ranking Member Lofgren, and distinguished 
Members of the Subcommittee: 

On behalf of Secretary Napolitano and Assistant Secretary Morton, thank you for the 
opportunity to discuss the international efforts of U. S. Immigration and Customs Enforcement 
(ICE) to protect the nation. Today, 1 will discuss the important role that the Visa Security 
Program (VSP), along with the Department of State, plays in protecting the homeland by helping 
to identify individuals who present a risk before they can travel to the United States. The VSP 
places DHS law enforcement officers in United States embassies abroad to work collaboratively 
with Department of State (DOS) consular officers and Diplomatic Security Agents to secure the 
visa adjudication process. Before describing the VSP and our plans for expanding the program, 
T would like to discuss TCE’s international efforts more generally, 

ice’s Presence Overseas 

fCE is the second largest federal investigative agency and has a significant international 
footprint. Through our Office of International Affairs (OlA), we have personnel in 69 officesin 
47 countries. fCE personnel in these offices collaborate with our foreign counterparts and 
federal partner agencies in joint efforts to disrupt and dismantle transnational criminal 
organizations engaged in money laundering, contraband smuggling, weapons proliferation, 
forced child labor, human rights violations, intellectual property rights violations, child 
exploitation, human smuggling and trafficking, and facilitate the repatriation of individuals with 
final orders of deportation. 
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In fiscal year (FY) 2010, ICE opened offices in four additional locations. We consider 
this information to be sensitive, and would be happy to discuss specific locations in a closed 
setting. ICE’ s OIA is responsible for administering and staffing the VSP. 

The Visa Security Program 

Section 428 of the Homeland Security Act (HSA) of 2002 authorized the Secretary of 
Homeland Security to administer and enforce the Immigration and Nationality Act (INA) and 
other laws relating to visas; refuse and revoke visas for individual applicants in accordance with 
law; assign DHS officers to diplomatic posts to perform visa security activities; initiate 
investigations of visa security -related matters; and provide advice and training to consular 
officers. In short, the HSA directed DHS to assist in the identification of visa applicants who 
may attempt to enter the United States for illegitimate purposes, including illegal immigration, 
criminal, and terror! sm-related activities. 

The visa adjudication process is often the first opportunity to assess whether a potential 
visitor or immigrant presents a threat to the United States. The U.S. Government has long 
recognized the importance of this function to national security. DHS regards the visa process as 
an important part of its broader security strategy, and VSP is one of several programs focused on 
minimizing global risks. 

ICE agents assigned to Visa Security Units (VSUs) are experienced law enforcement 
agents who focus on select applicants and any connection the applicants may have to teirorism. 
Each individual VSU, with input from the Department of State, develops a targeting plan based 
on assessed conditions and threats. Through the VSP, these trained law enforcement agents 
conduct a thorough review of applicants of concern in order to assess whether these individuals 
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pose a security threat to the United States. The background checks conducted by VSUs may 
include a review of the documents submitted by the applicant; automated checks of the C onsular 
Lookout and Support System (CLASS) and other databases; interviews with the applicant; and 
assessment of local information in order to understand whether the applicant’s affiliations raise 
any flags. 

DHS does not participate in all visa adjudications; rather, DHS becomes a part of the 
process following initial screening of an applicant in countries where a VSU is present. 

VSP efforts complement the consular officers’ initial screening, applicant interview and review 
of the application and supporting documentation. ICE agents conduct automated screening of 
criminal and terrorist databases with proactive law enforcement vetting and investigation. This 
is accomplished by conducting targeted, in-depth law enforcement-focused reviews of individual 
visa applications and applicants prior to issuance, as well as recommending refusal or revocation 
of applications when warranted. 

ICE now has VSUs at 19 high-risk visa adjudication posts in 15 countries. In FY 2010, 
ICE agents screened 815,000 visa applicants at these 19 posts and, in collaboration with their 
DOS colleagues, determined that 104,000 required further review. Following the review of these 
104,000 applications, ICE recommended refusal of more than 1,300 applicants. In ev'ery 
instance, DOS followed the VSU recommendation and refused to issue the visa. VSP 
recommendations have also resulted in DOS visa revocations. 

Overseas Coordination with DOS 

Effective border security requires broad information sharing and cooperation among U. S. 
agencies. On January 1 1, 201 1, ICE signed a Memorandum of Understanding (MOU) outlining 


4 



24 


roles, responsibilities and collaboration between DHS and the DOS Bureau of Consular Affairs 
and the Diplomatic Security Service. The MOU governs the day-to-day operations of VSUs at 
U.S. embassies and consulates abroad. To facilitate information sharing and reduce duplication 
of efforts, ICE and DOS support collaborative training and orientation prior to overseas 
deployments. Once they are deployed to o\"erseas posts, ICE and DOS personnel work closely 
together in working groups; coordinating meetings, trainings and briefings; and engage in regular 
and timely information sharing. The VSP’s presence at U.S. embassies and consulates augments 
an important law enforcement element to the “vdsa review process. Additionally, this relationship 
serves as an avenue for VSP personnel to assist Consular Officers and other U.S. Government 
personnel to recognize potential security threats in the visa process. 

Expansion of the Visa Security Program 

Under the direction of the Homeland Security Council, beginning in May 2008, TCE and 
DOS collaborated on the development of the VSP Site Selection Methodology and came to an 
agreement on current site selection criteria, which is based on risk. The process for selecting a 
particular site for a VSU begins with an TCE site evaluation, which includes a quantitative 
analysis of threats posed by applicants at a particular consular office, as well as a site assessment 
visit. The TCE site assessment and proposal are then entered into the formal nomination process 
and, prior to deployment of personnel, must be reviewed and approved by the Chief of Mission 
at a particular post in a manner consistent with National Security Decision Directive-38 (NSDD- 
38) and its implementing guidelines. 

ICE continues to evaluate the need to screen and vet additional visa applicants at high- 
risk visa issuing posts other than the 19 posts at which the agency currently operates. At this 
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time, the Administration has not proposed additional VSP locations. However, ICE will 
continue to conduct joint site visits with DOS to identify locations where deployment is required 
based on emerging threats. My counterparts at DOS and I are engaged in determining a common 
strategic approach to the broader question of how best to collectively secure the visa issuance 
process. We look forward to continuing to report back to you with updates on this process. 

Recent Successes 

To put the VSP discussion in perspective, 1 would like to provide a brief example of the 
results of this program. In December 2010, ICE agents were involved in the identification and 
investigation of a transnational alien smuggling organization that facilitates the illegal travel of 
Somali nationals into Yemen and onto other western locations including the United States. ICE 
agents received information from the ICE Attache office in Amman, Jordan that two Somali 
nationals had been intercepted in Amman attempting to travel to Chicago using counterfeit travel 
documents. ICE agents contacted local officials of the Yemeni and Somali governments to 
investigate how the counterfeit documents had been obtained and how the subjects had transited 
Yemen. The information developed was shared with other U.S. agencies at post in Sana’a via 
the Law Enforcement Working Group, as well as ICE domestic offices and the appropriate FBI 
Joint Terrorism Task Force. While the joint investigation is ongoing, efforts to date have 
eliminated this scheme as a method of entry to the United States. 

The Visa Security Program’s Security Advisory Opinion Unit (SAOU) 

The Security Advisory Opinion (SAO) process is the mechanism administered by DOS, 
with the support of other government agencies, to provide consular officers advice and 
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background information to adjudicate visa applications abroad in cases of security or foreign 
policy interest. In May 2007, Congress mandated the creation of a Security Advisory Opinion 
Unit (SAOU) within the VSP. VSP now supports the broader SAO process and the SAOU’s 
findings are incorporated into the overall SAO recommendation used by consular officers 
worldwide to adjudicate targeted visa applications of national security or foreign policy interest. 

The SAOU is currently operating a pilot program that screens selected visa applicants 
and communicates any potential admissibility concerns to DOS. The SAOU currently has co- 
located personnel at the Human Smuggling and Trafficking Center and U.S. Customs and Border 
Protection’s National Targeting Center-Passenger, and also has personnel assigned to the 
National Counterterrorism Center and the Central Intelligence Agency. The integration of the 
SAOU into these centers and agencies allows for real-time dissemination of intelligence between 
the various stakeholders in the visa adjudication process. 

CONCLUSION 

Chairman Gallegly, Vice-Chairman King, Ranking Member Lofgren, and distinguished 
Members of the Subcommittee: thank you again for the opportunity to testify today and for your 
continued support of ICE and our law enforcement mission. 

I would be pleased to answer any questions you may have. 
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Mr. Gallegly. Thank you very much, Mr. Cote. 
Mr. Donahue? 



27 


TESTIMONY OF DAVID T. DONAHUE, DEPUTY ASSISTANT SEC- 
RETARY FOR VISA SERVICES, BUREAU OF CONSULAR AF- 
FAIRS, U.S. DEPARTMENT OF STATE 

Mr. Donahue. I am honored by this opportunity to testify today 
on this important topic of close and fruitful cooperation with our 
ICE colleagues in our joint efforts to protect our borders. 

The State Department strongly supports the mission and future 
of the Visa Security Program, the VSP. We embrace a layered ap- 
proach to security screening and believe the VSP supports the crit- 
ical role that State Department consular officers play in securing 
our borders. The VSP maximizes the utility of the visa application 
and interview processes to detect and combat terrorism, crimi- 
nality, and other threats to the United States and the traveling 
public. 

We share visa application information widely with the inter- 
agency group responsible for national security. Robust sharing of 
data between agencies is part of the layered approach to security 
adopted after 9/11. A complex layered approach to screening, begin- 
ning with biometric and biographic checks against law enforcement 
databases, interviews by consular officers, multiple steps by ICE 
and U.S. Customs and Border Protection, and matching of bio- 
metrics collected abroad at the port of entry to confirm the identity 
and intentions of those wishing to enter the United States ensure 
the security of the visa process. These measures are constantly re- 
viewed and enhanced as needed. ICE VSP officers assigned to Visa 
Security Units abroad provide timely and valuable on-site vetting 
of visa applications and other law enforcement support to our con- 
sular officers. 

Here in Washington, we work with our VSP colleagues on issues 
affecting program operations and on longer-term issues related to 
the expansion of the program to select overseas posts. VSP officers 
in Washington review our visa databases and advise posts of 
emerging information about visa holders. In addition, we cooperate 
on the resolution of issues that are raised as the VSP is expanded 
to more posts. In January 2011, we concluded the memorandum of 
understanding governing VSU-State Department interactions with 
visa sections, procedures for resolving the very few disputed visa 
cases that emerge from the VSU review process, and collaboration 
between ICE-VSU officers and diplomatic security agents assigned 
as regional security officers or assistant regional security officers 
for investigations at our consular sections. 

The recently released GAO report on VSP operations noted that 
visa officers and ICE-VSP officers sometimes consider the same set 
of facts and reach different conclusions. In fact, we work together 
to resolve those few cases. In the end, there must be full agreement 
on any decision since the traveler cannot travel without a visa and 
DHS will not permit boarding of someone who is a security threat 
for a flight to the United States. 

Let me address the expansion of the VSP which I know is of keen 
interest to the Members of this Subcommittee. The Department 
works collaboratively with DHS pursuant to the October 2004 
MOU on the administrative aspects of assigning personnel overseas 
and the National Security Decision Directive-38. The most recent 
round of VSU expansion was launched in early 2010 when we re- 
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ceived NSDD-38 requests from ICE for the establishment of VSU’s 
in four countries and for increases to VSU staff in two more coun- 
tries. Those requests have all been approved by the respective chief 
of missions and the new VSU’s are either deployed or in the latter 
stages of deployment. 

As an established part of the process, senior officials from the 
State Department Bureau of Consular Affairs and Diplomatic Secu- 
rity accompany ICE officials on the site assessments preceding 
NSDD-38 submission. The assessment teams consult with officials 
at post to determine the feasibility and timing of establishing an 
office and brief the chief of mission on the role of the VSU. In June 
2010, a joint State-ICE team conducted assessments of three posts. 

Before closing, I would like to highlight the consular officers’ es- 
sential role in enforcing U.S. immigration law and protecting our 
borders. Our 246 consular sections in 167 countries are staffed by 
more than 1,500 officers, nearly 4,000 locally engaged staff, and 
100 full-time diplomatic security agents assigned as ARSO-Fs de- 
voted to fraud prevention efforts. 

Officers devoted to visa adjudication are highly qualified, well- 
trained, and very motivated professionals committed to a career of 
serving the United States overseas. They have foreign language 
skills necessary to stay abreast of the local trends and conduct 
interviews. 1,067 of our consular officer positions require fluency in 
1 of 65 languages. 

Consular officers are fully prepared for this critical responsi- 
bility. Our officers understand foreign cultures and political, legal, 
and economic developments in countries where they are posted. 
This unique cadre of employees gives the Department a special ex- 
pertise in matters directly relevant to the full range of visa ineli- 
gibilities. The Department’s commitment to training and con- 
tinuing education to equip consular officers with particular exper- 
tise in identifying individuals who pose a threat, possess fraudulent 
documents, are imposters or otherwise attempting to enter into the 
United States. 

Thank you, Mr. Chairman, Madam Ranking Member. I am 
pleased to take any questions. 

[The prepared statement of Mr. Donahue follows:] 
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Good afternoon, Chairman Gallegly and Ranking Member Lofgren. Thank 
you for the opportunity to testify today on this important topic. 1 am glad to share 
the panel with my colleague from the Department of Homeland Security (DHS). 
As you will see in my testimony, we enjoy close and fruitful cooperation in this 
area. 


The State Department strongly supports the mission and future of the Visa 
Security Program (VSP). We embrace a layered approach to security screening 
and believe the VSP is a valuable component of the U.S. government’s overall 
policy of protecting our borders. The VSP maximizes the utility of the visa 
application and interview processes to detect and combat terrorism, criminality, 
and other threats to the United States and tlie traveling public. We work very 
closely together with DHS to ensure that no terrorist receives a visa or is admitted 
into our country. 


U.S. hmiiigration and Customs Enforcement (ICE) special agents assigned 
to Visa Security Units (VSUs) provide timely and valuable on-site vetting of visa 
applications and other law enforcement support to our consular officers. Tn fact, 
reports from our VSU posts suggest that as the VSP has matured over the past few 
years, VSU personnel have, where resources permit, moved beyond a singular 
focus on visa application review, and have been able to contribute their expertise 
and resources to enhance our response to all kinds of threats to the visa and 
inunigration processes - terrorism, hmuan smuggling and human trafficking, and 
trafficking in a wide variety of contraband. As reported by one of our missions, 
“(i)n addition to their concerns with visa security, [VSU agents’] efforts have also 
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led to arrests and indictments in the areas of child pornography and countering the 
proliferation of controlled technology. This is a win-win partnership.” 


Here in Washington, we work very closely with our VSP colleagues on day- 
to-day issues affecting the operations of the program, as well as longer-term issues 
related to the expansion of the program to select overseas posts. VSP officers in 
Washington review our visa databases and advise posts of emerging information 
about visa holders. Another important aspect of our Washington partnership is the 
resolution of issues that are raised as the VSP expands to more posts, hr January 
2011, the State Department’s Bureaus of Consular Affairs (CA) and Diplomatic 
Security (DS) concluded a Memorandmn of Understanding (MOU) with ICE. This 
MOD governs VSU-State Department interactions within visa sections, procedures 
for resolving the very few disputed visa cases that emerge from the VSU review 
process, and collaboration between ICE/VSU agents and their DS law enforcement 
colleagues assigned as Regional Security Officers (RSOs) or Assistant Regional 
Security Officers for Investigations (ARSO-Is) assigned to consular sections. 


As the recent Government Accountability Office (GAO) report noted, 
reasonable and conscientious professionals sometimes can, and do, consider the 
same set of facts and reach different conclusions. As with any process involving 
so many records and individual travelers, a small number of adjudications require 
extra effort to complete — a process facilitated by the positive working 
relationships among interagency partners. Under the umbrella of section 428 of 
the Homeland Security Act, we work together to resolve cases. In the end, there 
must be hill agreement on any visa decision, since the traveler cannot travel 
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without the visa and will not be boarded for a flight to the United States without 
the approval ofDHS. 


Let me address the expansion of the VSP, which is of keen interest to the 
members of this Subcommittee. The Department works collaboratively with DHS, 
pursuant to an October 2004 MOU between the Deparhnent of State and the ICE 
Visa Security Program on the Administrative Aspects of Assigning Personnel 
Overseas, and National Security Decision Directive 38 (NSDD-38). This is to 
determine whether tire establishment of a VSU is appropriate at a particular post 
based on a number of factors, including the effectiveness of alternative 
arrangements for DHS staff, available space at the embassy, support capabilities, 
and security concerns. NSDD-38s give the Chief of Mission (COM) responsibility 
for the size, composition and mandate of U.S. government agency staff under 
COM authority. This includes all executive branch personnel, except those under 
the command of a U.S. military area commander or on the staff of an international 
organization. While there are no NSDD-38 criteria specific to VSUs, each 
individual COM considers the following five issues before making their decision: 


• Whether the need for the proposed position is addressed in the Mission 
Strategic Plan; 


• Whether other resources at post might perform the proposed function; 
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• If the request is for one or more U.S. direct-hire positions (i.e., frill-time U.S. 
government employees), whether the function could be performed by 
temporary duty (TDY) or local -hire staff; 


• What administrative support, space, and huiding arrangements would be 
required for the proposed position; and 


• Whether the benefits of increasing the post’s staff size outweigh the 
heightened security risk relating to such an increase. 


The most recent round of VSU expansion was launched in January 2010, 
when we received NSDD-38 requests for the establishment of three newVSUs and 
for increases to VSU staff at two other posts. In February 2010, we received a 
NSDD-38 request regarding tlie establisluiient of another VSU. Those requests all 
have been approved by the respective COMs, and tire new VSUs are either 
deployed or in the latter stages of deployment. In addition, a previously closed 
VSU was reopened when visa operations were resumed, after having been 
suspended for security reasons in 2005. 


Before submitting an NSDD-38 request, ICE officials, with the support of 
senior State Department officers from CA and DS, conduct a post-specific, on-site 
assessment. The visit provides an opportunity for the team to consult witli officials 
at post to validate the interagency assessment of the risk environment, detemiine 
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the feasibility and timing of establishing an office, and brief the COM on the role 
of the VSU. hi June 2010, a joint State-ICE team conducted on-site assessments at 
three posts. 


Before closing, I would like to expand on the critical role our consular 
officers play in enforcing U.S. inmiigration policy and protecting our borders. The 
State Department has unique expertise and authorities required to carry out the 
responsibilities for issuance of visas to eligible aliens. Our 246 consular sections, 
in 167 countries, are staffed by more than 1,500 ofScers, nearly 4,000 locally 
engaged staff and 100 full-time DS agents assigned as ARSO-ls devoted to fraud 
prevention efforts. We are on the ground to coordinate data sharing with foreign 
govermnents, and we comimmicate with them directly on a regular basis. 


We carefully screen all visa applications. All visa applications are 
adjudicated according to the law, taking into account the circumstances of the 
alien, as well as any information made available by any of the relevant U.S. 
govermnent agencies at the time of the visa application. 


Prior to the visa interview, all applications are screened against multiple 
biograpliic and biometric databases, including the Consular Lookout and Support 
System (CLASS, our online repository of visa-lookout information). Almost 
seventy percent of the records in CLASS are provided to us by other U.S. 
government agencies. Applicants’ fingerprints are compared to holdings in the 
FBI’s Integrated Automated Fingerprint Information System (lAFIS) and relevant 
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DHS databases. Their photographs are processed tlirough our facial recognition 
database, which is the largest of its kind in the world. There is a complex, layered 
approach to screening, which includes multiple steps by TCE and U.S. Customs and 
Border Protection (CBP) to ensure the security of the visa issuance process. As a 
result of this layered screening, and/or based on information developed during the 
visa interview, hundreds of thousands of applicants annually undergo additional 
interagency counterterrorism, criminal history, immigration history, and other 
checks, hi addition, working with ICE and CBP, and with other agencies, we 
constantly review our databases for any visa holders about whom new derogatory 
information has become available and revoke these visas as appropriate. 


Consular Affairs shares its visa consolidated database widely within the 
interagency group responsible for national security. In fact, several data mining 
and analytical tools have been developed based on the information we share. We 
are told by CBP that the case notes from adjudicating consular officers seen by 
CBP officers at our Nation's ports of entry are invaluable in detennining 
admissibility to the United States. This robust sharing of data between agencies is 
part of the layered approach to security adopted after 9/11. Interviews and checks 
by consular officers, constant vetting of applicant data by CBP’s National 
Targeting Center-Passenger, screening by Visa Security Units overseas and ICE 
agents in tlie U.S., and the robust use of biometrics are just a few of the measures 
in place to confirm the identity and intentions of those wishing to enter the United 
States. These measures are constantly reviewed and enhanced as needed. 
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Wliile national security is paramoimt, tlie visa flinction also has foreign and 
economic policy implications, directly tied to U.S. relations and contacts with 
other nations and people. Our professional staff understands foreign cultures and 
follows overseas political, legal, and economic developments in a way that gives 
the Department special expertise over matters directly relevant to the full range of 
visa ineligibilities. 


Offieers devoted to visa adjudication are highly qualified, well trained, and 
very motivated professionals committed to a career of serving the United States 
overseas. These employees have the foreign-language skills necessary to stay 
abreast of local trends and conduct visa interviews — 1,067 of our consular officer 
positions require fluency in one of 65 local languages. 


Training gives our officers particular expertise in identifying individuals 
who possess fraudulent documents, are imposters, or are otherwise attempting to 
enter the United States improperly. Consular training at the Foreign Service 
Institute begins with the basic consular course — an intensive 31 -day curriculum 
that includes two weeks of security-related training, on subjects such as 
recognizing and combating fraud, terrorist mobility, and alien smuggling. 


Officers beginning their foreign affairs careers are frilly prepared for this 
critical responsibility, and are closely supervised by experienced officers who 
review adjudications daily. Officers receive continuing education, including 
courses in fraud prevention and advanced security name -checking. Training 
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continues tliroughout consular ofBcers’ careers, tlirough distance learning and 
other methods. And as an institution, we continue to work with all of our 
interagency partners on new ways to make the overall process of screening visitors 
to the United States more effective and efficient. 


Esteemed members of the Subcommittee, we are pleased with the 
partnership we have built with the Department of Homeland Security and 1 assure 
you that we work together every day to make full use of emerging technologies 
and information to ensure safe, secure, and efficient borders. 1 welcome your 
questions. 
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Mr. Gallegly. Thank you, Mr. Donahue. 
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TESTIMONY OF JANICE L. KEPHART, DIRECTOR OF NATIONAL 
SECURITY POLICY, CENTER FOR IMMIGRATION STUDIES 

Ms. Kephart. Thank you, Chairman Gallegly and Ranking Mem- 
ber Lofgren, for the opportunity to testify today on the importance 
of assuring that security is embedded throughout the visa process. 

Let me start today with my conclusion. Extending appropriate 
visa adjudication authorities judiciously where necessary helps 
build a stronger and more flexible border framework that can 
adapt to changes in terrorist travel methods as we move forward. 

The 9/11 Commission’s recommendations emphasize that terror- 
ists are best stopped when “they move through defined channels.” 
Remember that of 23 hijacker applications, 22 were approved. 

The first and best opportunity to stop terrorist travel is in the 
visa adjudication process where triggers for further investigation 
can mimic what should have been triggers in the 9/11 investiga- 
tion, such as recently obtained new passports, suspicious or fraudu- 
lent travel stamps, indicators of extremism, or incomplete applica- 
tions or fraudulent applications. 

However, we know that new terrorist travel methods evolve con- 
stantly, and it is actually DHS and ICE that have the best access 
to the information and expertise to expose those methods because 
only ICE holds the open-case information and sensitive data we 
need to identify terrorists. 

In addition — and this is really important to our discussion 
today — a foreign national’s affiliation with terrorism may develop 
after or because of an already-existing U.S. visa. Osama bin Laden 
and colleague Sheikh Mohammad specifically sought out individ- 
uals with existing U.S. visas. Thus, in my view visas need periodic 
review, especially prior to U.S.-bound travel. Revocation investiga- 
tions need to be as robust as those conducted by VSU’s prior to visa 
issuance. In fact, as we know already, visa revocations can be the 
linchpin to deny entry or support removal of those already in the 
United States. 

With the death of bin Laden and an increase in retaliatory state- 
ments by al Qaeda, we may now experience even more splintering 
of al Qaeda into factions or “lone wolf’ type terrorists. Our consular 
posts will be under more pressure than ever to get adjudications 
right, most particularly in visa-issuing countries where there is 
currently no formal policy on pre-travel vetting. Today visa waiver 
travelers coming for business or pleasure are vetted through ESTA, 
a DHS travel authorization program which operates as a virtual 
mini-visa for nationals of visa-waiver countries. 

But visa-issuing countries have no such standardized pre-travel 
vetting. This is a significant gap, even if the State Department is 
trying to fill it in right now. There is no formalization of that. In 
these instances, revocations could occur without the threat posed 
by airline travel of a terrorist such as the Christmas Day Bomber. 

Erom the lens of a former 9/11 Commission staffer, my view is 
that extending visa revocation authority to DHS and expanding 
VSU’s worldwide is common sense from a legal, policy, and bureau- 
cratic viewpoint. VSP security-related reviews in high-risk areas of 
the world and throughout the visa process are essential. Erom a 
policy perspective, security has to trump infrastructure, political, or 
diplomatic considerations that are not always in line with security 
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decisions. From a legal perspective, it is DHS that is responsible 
for both homeland and border security at heart. Thus, what VSU’s 
add to security of visa processing at consulates overseas is invalu- 
able because it is what they do. 

The State Department has its top mission as diplomacy and is 
an absolutely and necessary function, and the work they do is ex- 
tremely important. But State’s chief of missions really should not 
have a say in determining whether VSU presence should be at a 
consular post or not. 

Moreover expanding VSP authority to security-related revoca- 
tions is feasible. The VSU’s combine intelligence operation and law 
enforcement to intercept terrorists and constrain terrorist mobility, 
as we have already heard today. 

Our national security depends in part on the robustness of our 
border security to keep out foreign nationals with nefarious inten- 
tions. Counterterrorism efforts outside of our physical borders and 
throughout the entire visa process in both issuance and revocation 
has to be as secure as possible. The entity really with the mission, 
expertise, and bureaucratic functioning on national security-related 
immigration cases is DHS. In addition, DHS already has that visa 
authority by law. An extension of that authority simply to include 
revocations seems to make common sense. You know, legislation 
supporting this end should certainly be considered and a priority. 

Thank you. 

[The prepared statement of Ms. Kephart follows:] 
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Introduction 

I want to thank full Committee Chairman Smith, Subcommittee Chairman Gallagly, Vice- 
Chairman King, and Ranking Member Lofgren for the invitation to testify on the importance of 
the visa security apparatus to curtail terrorist travel ro the United States, My testimony is based 
on the following work, plus additional research specific to today’s hearing: 

• As a counsel to the Senate Judiciary Subcommittee on Technology, Terrorism and 
Government Information prior to 9/1 1 ; 

• As a counsel on the 9/1 1 Commission ’“border security team” which produced the 9/ii 
Final Report draft recommendations and analysis; 

• As an author of the 9/1 1 staff report, 9,7 / and Terrorist Travel, 

• As the National Security Policy Director for the Center for Immigration Studies for 
nearly the past three years. 

At the Commission, 1 was responsible for the investigation and analysis of the Immigration and 
Naturalization Service and current Department of Homeland Security (DHS) border functions as 
pertaining to counterterrorism, including the 9/1 1 hi jackers’ entry and acquisition of 
identifications that are mostly contained in our staff report, “9/1 1 and Terrorist Travel.” My 
team also produced the terrorist travel portions of the 9,7 / Final Report that were unanimously 
agreed to and refined by 9/1 1 Commissioners led by Governor Tom Kean and Representative 
Lee Hamilton. 1 have spent the years since the publication of our 9/1 1 work ensuring, in part, that 
our border findings, lessons learned and recommendations are properly understood and 
implemented. I also work to assure that other types of terrorist travel that were not specifically 
covered as part of the 9/1 1 investigation are considered under the tenets and intentions of the 
9/1 1 Commission findings, lessons learned and recommendations in light of ever-changing 
times. To be clear, the views I represent are my own, and not official positions of 9/1 1 
Commission leadership. 

I am glad this Committee takes to heart the policy put forth in the 9 11 Final Report that securing 
our borders is not only in our national interest, but absolutely essential to our national security. 
Assuring that we fulfill key 9/1 1 Commission recommendations piece by piece, by extending 
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appropriate authorities judiciously where necessary, helps build a stronger and more flexible 
border framework that can adjust to changes in terrorist travel methods as we move forward. 
From this vantage point I testify on the Department of Homeland Security’s (DHS) Visa Security 
Program (VSP) today. 

Backdrop to Visa Security Program 

In the aftermath of September 1 1 and the knowledge at that time that our immigration system 
had failed us in not keeping the hijackers out of the country and off our domestic planes, the 
DHS was created to pull a number of agencies under a national security umbrella. Some of these 
agencies, like the former Immigration and Naturalization Service (INS), had only a minor 
mission in national security prior to September 1 1 . After September 1 1 , and before the 
publication of the 9/11 Final Repoil and accompanying 9 11 and I'crrorist Travel monograph, 
legacy INS was split apart and its component parts were all given a primary mission of 
countering terrorism. At the time, there was considerable discussion about whether all 
immigration-related functions, including the Department of State’s Consular Affairs, responsible 
for issuing visas to foreign visitors from overseas, should also be folded into the DHS. 

While that consideration faded, the Homeland Security Act of 2002 (P.L. 107-296) gave the 
Secretary of Homeland Security authority to issue regulations with respect to the issuance and 
refusal of visas. More specifically, Section 428 of the Homeland Security Act authorizes the 
DHS to assign DHS employees to consular posts overseas to support the visa process through 
various functions. This Section 428 authority quickly evolved into what are now the Visa 
Security Units (VSUs) in 1 9 countries operated by DHS’ Immigration and Customs Enforcement 
Office of International Affairs. What is perhaps most interesting about the Section 428 language 
is that it is limited to visa “issuance and refusal;” the provision leaves out of DHS jurisdiction the 
adjudication of a visa revocations as well as official involvement in the Visa Viper process. 

The value of the legislation before this Committee today is that it bundles the visa issuance 
process with the visa revocation process where it pertains to national security in the hands of the 
department tasked with national security, DHS. The Department of State retains its power to 
issue visas as they pertain to foreign and economic interests of the United States, also in line with 
the overall diplomatic mission of the Slate Department. Even with the three Memorandums of 
Understanding and a DOS cable on the subject of missions and responsibilities of the VSUs at 
consular posts, the clear lines demarking all national security -related visa reviews residing with 
the DHS (or the intelligence community) and all foreign and economic interest -related visa 
issuances residing with DOS makes common national security sense. In addition, while there are 
some minor criticisms of ICE’ s ability to self-assess its performance by a recent General 
Accountability Office (GAO) report, a two year old DHS Office of Inspector General (OIG) 
report provides sufficient detail on the VSU operations to conclude that these units even two 
years ago were bureaucratically mature enough to handle new responsibilities. 

9/11 Commission findings of facts and recommendations support VSUs 

The 9/1 1 Commission did not commence until after the passage of the 2002 Homeland Security 
Act and the creation of the VSUs. However, while our final report recommendations do not 
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mention VSUs directly, our terrorist travel monograph specifically references that after the 
passage of the Homeland Security Act, “State now coordinates visa determinations with DHS’s 
Immigration and Customs Enforcement officers in some overseas ports, including Saudi Arabia.” 
Moreover, our overall 9/11 Commission recommendations emphasize that terrorists are best 
stopped when “they move through defined chatmels”. The first, and best, opportunity to stop 
terrorist travel is in the visa adjudication process. Tt is best to stop at issuance, where triggers for 
further investigation can be anything from a recently obtained new passport, suspicious 
(fraudulent) travel stamps, or indicators of extremism, as was the case with the 9/1 1 hijackers. 

Our key 9/1 1 Commission Findings of Fact show that: (1) visa acquisition was critical to the 
success of the 9/1 1 travel operation and execution of the plot; (2) fraud was an essential 
component of the visa applications submitted by A1 Qaeda; and (3) terrorist passports contained 
indicators of extremism to which only the intelligence and law' enforcement personnel would be 
privy to. Anti-crime, anti-fraud and anti-terror investigations can be intricately tied to each 
other, and the VSUs are providing a critical function in working alongside other law enforcement 
overseas in supporting a broad array of national security -related investigations. 

Relevant Findings of Fact from 9/11 anti Terrorist Travel: 

■ The success of the September 11 plot depended on the ability of the hijackers to 
obtain visas and pass an immigration and customs inspection in order to enter the United 
States. If they had failed the plot could not have been executed, 

■ The 9/11 hijackers submitted 23 visa applications during the course of the plot, and 
22 of these applications were approved During the course of the plot, these visas 
resulted in 45 contacts with immigration and customs officials. The hijackers applied for 
visas at five U.S. consulates or embassies overseas; two of them w'ere interviewed. One 
consular officer issued visas to 1 1 of the 19 hijackers. 

■ Fourteen of the 1 9 September 1 1 hijackers obtained new passports within three weeks 
before they applied for their U.S visas, possibly to hide travel to Afghanistan recorded 
in their old ones or to hide indicators of extremism that showed ties to A1 Qaeda. 

The new' passports caused no heightened scrutiny of their visa applications as consular 
officers were not trained, and would not have been privy to, such intelligence. 

■ Two hijackers lied on their visa applications in detectable ways, but w'ere not further 
questioned about those lies. 

■ Three of the hijackers, Khalid al Mihdhar, Nawaf al Hazmi, and Salem al Hazmi, 
presented with their visa applications passports that contained an indicator of 
possible terrorist affiliation. We know now that Mihdhar and Salem al Hazmi each 
possessed at least tw'o passports, all with this indicator. 

■ There is strong evidence that two of the hijackers, Satam al Suqami and Abdul 
Aziz al Omari, when they applied for their visas presented passports that contained 
fraudulent travel stamps that have been associated with al Qaeda There is reason to 
believe that three of the remaining hijackers presented such altered or manipulated 
passports as well. 

■ Hijackers Nawaf al Hazmi and Khalid al Mihdhar were the first to submit visa 
applications because they were originally slated to be pilots. The four hijackers who did 
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become pilots applied for visas in 2000. The remaining “muscle” hijackers applied in the 
fall of 2000 through the spring and summer of 2001 , three applying twice. 

■ Twenty-two of the 23 hijacker applications were approved. Eight other conspirators in 
the plot attempted to acquire U.S. visas during the course of the plot; three of them 
succeeded Five were not part of the plot because they could not obtain visas. (None 
were denied due to national security concerns.) One, al-Kahtani, was stopped at 
Orlando Airport by an astute immigration officer. One dropped out. The other was 
Khalid Sheikh Mohammed, the mastermind of the 9/1 1 plot, who obtained a visa in 
Jeddah, Saudi Arabia, in July 2001 under an alias. 

While our 9/1 1 facts made abundantly clear that at least some of the most flagrant fraud 
employed A1 Qaeda would require specially trained and cleared personnel to physically retdew it 
to determine its terrorist connection, most especially in indicators of extremism or even the 
fraudulent travel stamps, in visa issuance, we did not specifically address visa revocation namely 
because it fell outside of our immediate 9/1 1 facts. However, not always - nor usually - will 
triggers for further investigation be as obvious as we noted in these findings of fact (which were 
not obvious at the time). In addition an affiliation with terrorism may develop after - or because 
q/- an already existing U.S. visa. Osama bin Ladin and Khalid Sheikh Muhammad specifically 
sought out individuals with existing U.S. visas. 

Thus, information developed after issuance indicating a terrorism affiliation requires the same 
vigilance as prior to issuance, and a visa revocation is an excellent tool to deny entry, or support 
removal, if already in the United States. It is the VSU’s special agent expertise and access to 
information that can be the critical element to denying terrorist entry in such cases. With the 
death of Bin Ladin, and an increase in retaliatory statements by A1 Qaeda, we may now 
experience even more splintering of A1 Qaeda into factions or lone wolf-type terrorists. Our 
consular officers will be under more pressure than ever to get visa adjudications right. 

Thus, the primary point is that the visa process does not end with issuance. The visa process 
continues during the life of the visa. Since visa life cycles (term life of the visa) and types of 
visas (single or multiple entry) are negotiated by the State Department on a case by case basis 
with countries (United Arab Emirates had ten year visas at the time of 9/1 1, for example), the 
ability to retdew the vdsa for security -related reasons remains throughout its life span. This is 
one reason why security reviews of visa revocation and pre-travel to the United States can be 
equally as important as visa revocations. 

Yet again, it is not all about issuance. Those with existing U.S. visas will be sought after, aud 
thus review of existing visas prior to travel (although not part of the legislation before this 
committee today) and res'ocations should weigh heavily in prioritization at consular posts 
worldwide. There should, in fact, be a heightened trigger to conduct a security review of visas 
(alongside a TSA or CBP review of travel authorization) when an air or sea reservation is made 
to enter the United States, much in the same way an Electronic Security Travel Authorization 
(ESTA) reviews visa waiver applicants today. Even with ESTA reviews iu place, just to be 
clear, the VSUs in visa waiver countries where there is a known high rate of fraud and known 
evolving terrorist threat are a necessary and additional layer of hands-on vigilance that is not 
cosmetic, but essential, to the health of our border security apparatus. 
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However, a visa issued to an individual in a visa -issuing country will always be a greater security 
risk if it is not reassessed immediately prior to travel. This is because visa-issuing countries do 
not use ESTA, so there is no pre-travel security review of the applicant until airline check-in 
through TSA’s Secure Flight. This is where the VSUs can play a key role, both pre-travel in and 
revocation reviews. A role VSUs do not have now, but falls in a direct linear line to the valuable 
work they currently conduct on Security Advisory Opinions and visa issuance. This work is 
equally as difficult, updating information where perhaps little or no derogatory information 
existed previously. Such vigilance is absolutely critical in non visa waiver (visa issuing) 
countries, as it is the last stop gap that can assure a reassessment and interview of an applicant 
pre-travel in a less time-sensitive manner than air travel where review can be limited to pre- 
boarding for international flights bound for the United States. 

Abdiilmiilltalab’s visa issuance 

With the limited number of VSUs operational around the world — and not in Nigeria despite its 
long-known fraud problems— alongside perhaps a narrower statutory language than intended in 
retrospect, out nation ended up with the unfortunate wildcard near-success of the 12/25 bomber, 
Umar Farouk Abdulmulltalab. With a VSU in place in Nigeria, Abdulmulltalab’s visa may 
never have been issued. His visa revocation would most likely have occurred. Either way, he 
could have been prevented from boarding a plane on 12/24 and attempting to blow up a plane 
preparing for landing in Chicago on Christmas Day 2009. 

The 9/1 1 Commission recommendations on border and aviation security eerily predicted an 
attempt such as that made Christmas Day by Abdulmutallab. One of the key phrases from the 
commission’s report is that “for terrorists, travel documents are as important as weapons.” This 
plot has made clear to the world that while travel documents such as visas are as important as 
weapons to terrorists, air travel itself is also an essential component of the weapon. But without 
the visa, the operation would never have taken flight. 

The 9/1 1 Final Report and our staff monograph, 9,7 1 and Terrorist Travel, hit all the important 
points - watch lists, visa adjudication and pre-boarding vetting. Other 9/1 1 recommendations 
with a direct bearing on Abdulmutallab findings of fact read as follows: 

Because officials at the borders encounter travelers and their documents first ... they 
must work closely with intelligence officials. 

The job of protection is shared among many defined border checkpoints. By taking 
advantage of them all, we need not depend on any one point in the .system to do the whole 
job. The challenge is to see the common problem across agencies and junctions and 
develop a conceptual framework - an architecture - for an effective screening system. 

We need not go beyond the Christmas Day bomber to conclude that the visa process remains 
undeniably prioritized towards diplomacy, not security. In late March 2010, three and one half 
months after the attempted bombing and the intense scrutiny under which the event was 
reviewed, the Washington Post reirased news that the State Department had not included in its 
after-action reports that had been under media scrutiny for the prior three months: not once, but 
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twice, the State Department failed in keeping a U.S. visa out of a terrorist's hands. 

Abdulmutallab had initially had his visa denied in 2004, four years prior to his 2008 application. 
In 2004, he applied again, and the initial denial was overturned because a supervisory consular 
officer decided Abdulmuttalab's father was too prominent in Nigerian politics and finance to 
upset the U.S. diplomatic applecart in that country and deny his son a visa. Ironically, this was 
the same father who four years later visited the U.S. embassy in Nigeria and sought to help the 
U.S. keep his son out of the US., only subsequently to have the U.S. decide he was not 
important enough to listen to. 

The legal kicker in this visa story is that on Abdulmuttalab's 2008 application, he lied and said he 
had never received a prior denial, enough to deny him a visa under law and keep him out of the 
country. As the matter was "considered resolved,” the State Department did not look again at the 
2004 denial when the young A1 Qaeda operative sought another visa in 2008. Instead, he was 
granted the multi-year visa he used to attend an Islamic convention in Houston in 2008 and again 
for airline check-in on Christmas Eve. 

What comes to light is that not only was revocation at issue, issuance should have been at issue 
as well. Yet it was not. The crux of the State Department explanation of the 2004 denial and 
2008 visa granted to Abdulmuttalab is as follows, according to the Washineloi i Post 

A U.S. con.sular official originally denied terrori.sm .su.specl Umar Farouk Ahdulmuiallah 
a vL'ia to enter the United Slate.s in 2004 after finding false informalion on hi.s 
application, htn that official vru.v overruled by a .supeivisor, according to .senior 
government source.s. 

Becaii.se the 2004 situation n’u.v considered resolved, it was not revisited in 200S, when 
Abdulmutallab received a .second U.S. visa, which allowed him to hoard a Detroit-bound 
airliner on Dec. 25. officials acknowledged. 

An official said the incident was lefi out because the move to overturn the initial 
decision did not seem out of the ordinary. That official and others said that, in 
res’ersing the initial decision and granting Abdulmutallab a visa, consular officials 
took into account that his f ather was a prominent Nigerian banker with strong ties to 
his community. There was no derogatory information or suggestion that he had ties to 
Islamist terrori.sm. 

Abdulmutallab first applied for a U.S. visa in Lome. Togo, but was told that he needed to 
apply closer to his place of residence in Nigeria. He returned to Lagos and filed an 
application that staled incorrectly lhal he had never been denied a visa, leading a 
consular official to deny him one. [emphasis added] 

Clearly, the political status of Abdulmuttalab's father in Nigeria was the driver for overruling the 
2004 visa denial. Without Abdulmuttalab's father, it is likely that the Christmas Day bomber 
would never have gotten a visa at all. Yet, the father’s political status was not sufficient to 
trigger a visa revocation when national security was at stake. This small gap of not adequately 
reviewing either Abdulmutallab visa during its life cycle amounted to a huge failure. Filling 



47 


8 


these gaps will never assure 100 percent against another successful terrorist attack, but it will 
edge border and aviation security ever closer to that assurance. 

To be clear, the role of intelligence in preventing terrorist plots is essential, but when teamed 
with border and aviation security, its relevancy occurs only when: (1) The intelligence 
community has analyzed information, (2) aviation and border systems have sufficient access to 
the intelligence in real time, (3) the investigative and decision authority within these systems is 
sufficient to stop the traveler, and (4) policy structures put security first, especially in the area of 
visa issuance and revocation. If any of these circumstances is lacking, the risk of terrorist success 
is high. At consular posts, DHS is best equipped to assure that intelligence and operations are 
successfully fused to make solid visa issuance, and revocation, decisions. Their mission is right, 
as well as their expertise. (Both discussed below). 

9/11 Commission Stance on the Visa Security Program 

On the 9/1 1 Commission, numerous recommendations apply to the specific orientation of this 
hearing: the expansion of visa authority to DHS and consequential expansion of the VSUs 
operated by ICE that support visa adjudication at consulates around the globe. From a 9/1 1 
Commission perspective, the expansion of visa authority and VSUs worldwide makes sense from 
a national and border security perspective. 

While obvious, it is worthwhile to repeat that it is only DHS, by law, that is responsible for both 
(1) homeland security and (2) border security. The State Department has a very different 
mission. According to State’s own statement about mission priorities in its “FY 2004-2009 
Department of State and USAID Strategic Plan,” diplomacy is the State’s top priority, as it 
should be. Diplomacy is a vital and necessary function for which we should be grateful as a 
nation; State does arduous work to support U.S. interests with our foreign counterparts. 

State’s consular functions were created in part to support diplomacy. While State has done a 
solid job in layering in more full biometric enrollment of applicants; more robust biometric, 
passport and visa requirements with other countries; more in-person interviews for non- 
immigrant visa applicants; and a strong visa information system (CLASS), their visa mission 
remains under a mission of diplomacy, not security. To be clear, the terms “border”, “security”, 
“consular”, nor “visa” are ever mentioned in the State’s mission statement. It is, however, the 
primary function of DHS’ Customs and Border Protection, ICE and US Citizenship and 
Immigration Services. Thus, what VSUs add to security of visa processing at consulates overseas 
is invaluable, because that is what they do. 

While the 9/1 1 Commission did not ever offer an opinion on what federal government 
department should have visa authority, we did both (1) acknowledge the Visa Security Units in 
911 and Terrorist Travel as a crisis management tool in a post-9/1 1 environment and (2) 
continually emphasized that all aspects of our border framework, with emphasis on consular 
posts, need to be used to curtail terrorist mobility. Our most relevant and pertinent 9/1 1 
recommendation to the issue of securing visa issuance, and the Visa Security Program issue we 
undertake today, are as follows: 
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Recommendation: Targeting travel is at least as powerful a weapon against terrorists as 
targeting Iheir money. The United Stales should combine terrorisl travel intelligence, 
operations, and law enforcement in a strategy to intercept terrorists, find terrorist travel 
faciUtators, and constrain terrorist mobility. 

While the VSUs were created prior to the 9/1 1 Commission Final Report, the legal authority 
supporting the VSP dovetails with the above-quoted recommendation. The VSUs operate today, 
according to the According to the DHS Office of Inspector General Visa Security Program 
(VSP) Report (OIG-08-79), to combine intelligence, operations, and law enforcement to 
intercept terrorists and constrain terrorist mobility at the time of visa issuance. In the DHS OlG’s 
“Results of Review”, they conclude that “law enforcement expertise and resources add layer of 
security to visa process.” The report continues with why ICE agents need to be at post, and 
provide an example of VSU value-added: 

ICE special agents assigned to VSUs use their expertise in immigration and nationality 
law, investigations, document examination, intelligence research, and counterterrorism 
to complement the consular visa adjudication process with law enforcement and vetting 
and investigation. In addition, ICE special agents a.ssigned to VSUs at post focus on 
identifying "not yet known " terrorists and criminal suspects and preventing them from 
reaching the United Srate.s. 

While the VSU .screening proce.ss is automated, the vetting process requires hands-on 
presence at post. During the vetting process, ICE special agents need access to relevant 
documents, such as the visa application and pa.ssport, as well as financial, employment, 
or other supporting documents. For example, three long-term residents of a country with 
a VSU applied far visas to visit the United States. Consular and VSU .system checks 
resulted in no alerts on the applicants. An ICE .special agent assigned to a VSU reviewed 
the visa application packages, including employment records, and determined that the 
applicants had merged personal batik accounts with their employer ’s bank account. 
Through further investigation, the agent identified a link from the employer to a company 
identfied by the Department of Treasury 's Office of Foreign Assets control as a Specially 
Designated Global Terrori.st and Foreign Terrorist Organization. Because an agent was 
assigned to the VSU at post, a potential terrorism link was identified, the applicants ’ 
visas were denied, and further investigation could he performed to identify other related 
companies, (p. 9-1 0) 

The value of the VSUs is not simply in anecdotal hits. Rather, they provide crucial functions in 
recommending refusal of visas, creating lookouts and subject records in a variety of government 
databases, participate in the Security Advisory Opinion process during visa adjudication, and 
nominate individuals for watchlisting. ICE special agents also create intelligence reports, 
conduct investigations and secondary interviewing of applicants, support domestic ICE 
investigations, identify the latest trends and terrorist travel tactics, and even remove inaccurate 
derogatory information from law enforcement systems. 

While the VSP remains young and is still developing performance measures, the DHS OIG 2008 
report indicated that the eight VSUs in existence at that time were providing value then, with 



49 


10 


ICE agents recommending denial of 750 visas and identifying 49 “not yet known” terrorists in 
2007. They also created 68 watchlist nominations, 933 lookouts, and 557 subject records. While 
I do not have the latest numbers, I assume that these numbers are significantly higher with 19 
VSUs and a continued uptick in performance measures over the past two years. 

Conclusion 

It is time to extend DHS authority to visa revocation, and expand the VSU operations around the 
globe. An extension of VSU authority to the entire visa portfolio simply fills in a gap left by the 
Homeland Security Act of 2002 whereby many of the same types of investigative techniques, 
expertise and data brought to consular posts by VSU personnel that is now used to stop visa 
issuance can simply be used — with some training — in the visa revocation arena as well. 

The other primary consideration to weigh expansion of authorities is feasibility. With a National 
Security Directive, three Memorandums of Understanding in place, cables, and robust — even if 
sometimes challenging — discussions on implementation between the State Department and DHS 
have resulted in the expansion of VSUs to 1 9 locations. While insufficient, we are dealing with 
more than survival of the program abroad. According to the DHS Office of Inspector General 
Visa Security Program (VSP) Report (OIG-08-79), “the VSP complements the DOS visa 
screening process with law enforcement resources not available to consular officers to ensure 
ineligible applicants do not receive U.S. visas.” 

The national security of the United States depends, in part, on the robustness of our border 
security to keep out foreign nationals with nefarious intentions. Counterterrorism efforts are best 
outside of out physical borders, and thus, the visa process — both issuance and revocation — must 
be made as secure as possible. The entity with the mission, expertise and bureaucratic 
functioning on border security is DHS. In addition, DHS already has visa authority by law in 
issuance, and an extension of that authority to revocations makes sense. The VSP should be 
expanded in operations and authority. The State Department’s Chief of Missions should not 
have a say in determining VSU presence at a consular post; security must trump infrastructure, 
political or diplomatic considerations. The VSP is effective, offering up counterterrorism 
investigations and watchlist nominations out of consular posts that would not occur but for their 
presence. The VSP is the place to rest security related reviews in high risk areas of the world 
and throughout the visa process and legislation supporting this end should be considered a 
Congressional priority. 


Mr. Gallegly. Thank you, Ms. Kephart. 
Mr. Alden? 
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TESTIMONY OF EDWARD ALDEN, BERNARD L. SCHWARTZ 
SENIOR FELLOW, COUNCIL ON FOREIGN RELATIONS 

Mr. Alden. Good afternoon, Chairman Gallegly and Ranking 
Member Lofgren, and distinguished Members of the Subcommittee. 

I have researched extensively the issues of national security and 
immigration, both for my book, “The Closing of the American Bor- 
der: Terrorism, Immigration and Security Since 9/11,” and as 
project director for the council’s independent task force on U.S. im- 
migration policy. 

The goal of visa security is to use the visa system as a screening 
tool to keep out those suspected of having terrorist or criminal 
links or otherwise posing a security threat to the United States. 
Successful screening requires pulling together all of the informa- 
tion available to the Government and checking the identities of 
visa applicants against that information. The question of which 
agency is in charge or where the individuals doing the screening 
are located is less important than having an effective system in 
place. 

I have four points. 

First, the security review system should be both comprehensive 
and efficient, allowing for accurate determinations in a timely man- 
ner. Security done well will improve not detract from travel facili- 
tation because it permits scarce consular and intelligence resources 
to be focused on those who may pose a threat while allowing the 
vast majority of lawful travelers to receive visas promptly. 

Second, screening tools have improved immensely over the past 
decade. In the aftermath of 9/11, there were few good options. The 
United States had little choice but to scrutinize certain visa appli- 
cants on the basis of general profile characteristics — nationality, 
age, gender, et cetera — that were only loosely connected to the ac- 
tual risk posed by an individual. That is no longer the case. For 
the past couple of years, the Government has been pilot-testing a 
new system in which all visa applicants will be checked quickly 
and accurately against the information available in the Govern- 
ment’s terrorism, border, criminal, and visa databases. In par- 
ticular, it is my understanding that this process helps to resolve 
many of the false name matches that plague the current proce- 
dures while also identifying security risks that are missed under 
the current system. 

Third, it is time, therefore, to streamline some of the redundant 
and inefficient security review programs put in place after 9/11 
when better options did not exist. The security advisory opinion 
system in which detailed background checks are done each year on 
several hundred thousand visa applicants should become more tar- 
geted and focused. 

Fourth, unnecessary visa delays, some — certainly not all — as a 
result of cumbersome security screening hurt the U.S. economy. 
The tourist industry, which is our largest single export, has missed 
out on a decade of strong growth in world travel. Visas are cur- 
rently required for some 35 percent of visitors and that number 
will rise to more than half by 2002 because of growing travel from 
Brazil, India, and China. In a report on visa delays to be released 
tomorrow that I strongly recommend to your attention, the U.S. 
Travel Association estimates that simply regaining our pre-9/11 
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share of world travel would add $859 billion to U.S. GDP and cre- 
ate 1.3 million jobs. The Commerce Department has said that visa 
delays discourage foreign investment and keep business travelers, 
many who are coming here on buying missions, away from the 
United States. The result is jobs lost at a time when unemploy- 
ment is near double-digit levels. 

Finally, unnecessary visa delays damage the United States’ rep- 
utation for fairness. I have come to know many of the innocent in- 
dividuals caught up in lengthy delays because of poorly designed 
visa security measures. They are scientists and engineers and busi- 
ness people, most of whom have lived in the United States for 
years who faced long delays simply because they went home for a 
visit and triggered the background check when they tried to get 
their visas stamped to return. 

One of them. Jay Sarkar, is a microchip designer who helped cre- 
ate Intel’s latest generation of chips. He earned a Ph.D. at the Uni- 
versity of Texas and almost gave up on this country after facing a 
4-month security review in 2008. Today, thankfully, he works for 
Qualcomm in San Francisco and was awarded one of the small 
number of green cards given to outstanding researchers. 

Another I wrote about recently, Lakshmi Ganti, an electrical en- 
gineer with an M.B.A. from Babson College, faced an 18-month se- 
curity review in trying to return to his job in Boston. Not surpris- 
ingly, he lost that job. 5 months ago, he got a new job offer in the 
United States but was again faced with a security review. I am 
pleased to report that shortly after I filed my testimony on Mon- 
day, he called to tell me that his visa had finally been approved 
and that he will be able to return to the United States. 

It is time to move past worn-out notions that delays in visa proc- 
essing are necessary for security. They are not. Delays are simply 
costs with no benefits. It is possible for the U.S. Government to do 
better on both security and facilitation, and Congress and the Ad- 
ministration should work together to make this happen as quickly 
as possible. 

Thank you. 

[The prepared statement of Mr. Alden follows:] 
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I want to thank Chairman Smith, Chairman (fallcgly, Banking Member I otgren and the distinguished members of 
the subcommittee for inviting me to testify today on the issue of visa security. 

The recent killing of Al-Qaeda leader Osama bin laden reminded us once again of the wake-up call that came with the 
September 1 1 , 2001 attack. The investigations that followed revealed serious vulnerabilities in the U.S. effort to 
prevent terrorist attacks on its soil. One of those vulnerabilities was the visa system. All 19 of the hijackers arrived in 
the United States on legal visas issued bv the State Department, despite information that was available in other parts 
of the gOA ermiient that, had it been fully shared and recognized, would likely have prevented at least some ofthe 10 
from coming to this country. 

I'here has been tremendous progress in improving the security ofthe visa system since that time, but as we saw in 
December 2009 with the failed Christmas bombhig attempt, there are still real challenges. 

The goal of visa security is to use the visa system as a screening tool to identify and deny visas to those the United 
States suspects of having terrorist or criminal links. vSucccs.sfiil screening requires pulling together all of the 
informatioii available to the government and checking the identities of \asa applicants agahisr that iiiforniarion. The 
cjuestion of wliich agency is m charge, or where the individuals doing the screening are located, is less important than 
having an effective system in place. 


, . ‘u.^vcjinrtizuTiotUilposiiotiso<:pO'it7i iisiies iSttn fuv tUf iiifituiiuzn with All .<uire!r,cnt~ o! fast uud 

, ■ I tre the mIc respoiisibiiiiy vf t he etttUsor. 



53 


I have four key poiiirs. Firsr, ro rhe greatest extent possible, the security re\'iew system should be both comprehensive 
and efficient, allowing for accurate dctemiinarions in a timely manner. As senior homeland security officials inboth 
the Obama and Bush administrations have said many times, but not alway.s acted on consistentlv, the issue is not one 
of “balancing” security and travel facUitadon. Security done effectively will improve, not detract from, facilitation, 
because it wiE aEow scarce consular and intelligence resources to be focused on those who may pose a threat, while 
allowing rhe vast majority of lawful travelers ro receive \isas promptly. 

Second, the screening tools avaEable have improved immensely over the past decade, and must be fuUy utiEzed. In the 
iiuinediate aftermath of the 9/1 lattacks, there were few^good options for improving security screening without 
considerable disruption to many lawful travelers. The necessary information systems, and in particular the necessar}- 
sharing of information within the U.S. government, were not in place. 'I he United States hatl little choice hut to 
scrutinize certain visa applicants on tlie basis of general profile characteristics - nationality, age, gender etc — that were 
loosely comiected to the actual risk posed by an individual, 'lhat is no longer the case, llie government now has the 
capabEity to do initial background checks on all visa applicants in an extremely timely fasluon. i liis system allows for 
individuals to be checked against all the information available in the govemment's terrorism, criminal, border and visa 
databases, and can identify more quickly and with greater precision those who require additional scTutiny. 

Tliird, it is rime therefore to streamline some of the reduntlanr and inefficient security review programs tliat were pur 
in place after 9/1 1 when better options did not exist. The .Security Ativisory Opinion (SAG) system, in which detailed 
background checks arc done each year on several hundred thousand visa applicants, should become more targeted and 
focused. 

Fourth, the costs of rhe current system are extremely high for the U.S. economy, Visa delays - and not aE of these are 
associated with security, though many are -have a price for the United States, and not just for the individuals tlelayetl. 
I’he U.S. tourist industry - which is our largest single goods or services export -has missed out on a. decade of 
explosive growth in world travel. Visas are currently rec|iiired for about .^.S percent of travelers to the United States, 
but that number is expected ro rise to mote than 50 percent by 2020 because of the rising nmnber of travelers from 
Brazil, India and China. In a report that will be released this week that I strongly recommend to your attention, the 
U..S. Travel Association estimates that simply regaining our prc-9/1 1 share ofw'orld travel - which has fallen from 1 7 
pet cent to just 12 percent -would add 3>859 billion to U.S. GDP and create 1.3 million jobs. ^ The Commerce 
Department has said that visa delays are discom'aging foreign investment and keeping business travelers - many 
coming here on buying missions - away from the United States.^ While foreign investment is driven by many different 
economic and political factors, it is probably not a coincidence that the U.S. share of inward foreign direct investment 
(FDl) peaked just before 9/11 and has fallen in half since that time, even while other advanced economies have seen 
their shares remain stable. Tlie result is stiE more jobs lost to the United States at a time when unemployment is still 
neat double digit levels. 


' U-S- TrdA’cl Association. Ready for Takeoff: A Plan to Create i.3 Million U.S. Jobs By Welcoming Millions of Inteniational 
Trcwelers, May 2011. 

^ U-S- Department of Commerce. “Visas and ForcignDircct Im cslmcnt: Supporting U.S. Competitiveness by Facilitating 
Intemadonal Travel,'' November 2007. at hup://Lrade.go\7media/pijbEcaUons/pdiyvisas07.pdf. 


54 


Finally, I musr iiore rliar umiecessan' visa delays do great damage to the United Stares’ reputation as a counny that 
champions fairness and due process. I have come to know many of the imiocent individuals caught up hi lengthy 
delays because of poorly designed visa security measures. They are scientists and engineers and business people - 
most of whom have lived in the United States for years -who faced delays ofmonths and in some cases years simply 
because they went home for a visit and triggered tlie background check wdien they tried to get their visa stamped for 
return. Ofren they have wives and children waiting for them to return to the United Stares. 

One of them, |ay Sarkar, is a microchip designer who helped create hitel’s latest generation of chips, lie had earned a 
PhD at the Universit}- of 1 exas, and almost gave up on the United States after facing a four-month security review in 
2008. Today, thankfully, heivorks for Qualcomm in San Francisco and w'as awarded one of the small number of green 
cards given to “outstanding researchers.” Another whom 1 wrote about recently, 1 -akshmi (lanti - an electrical 
engineer with an MliA from liabson (College - faced an 1 8-month security review in trying to return to his job in 
Boston in 2008-2000.^ 1 le wrote to me 15 months into his ordeal; “I'oc a few months 1 was ok with the delay, and in 
my mind justified it as — greater good — national security/safety pcoceduces...but 15+ months of background 
checks. , .on someone who has a dean record? Impossible to rationalize.” By the time his review was completed and 
his visa was approved, he had lost his joh. Five months ago ho got a new job offer in the United States, and w'cntto the 
U.S. embassy in New Delhi to re-apply, but was again throwti into a security review. I le is still waiting for ati answer. 
For too long, we have wrongly equated px'ocessing delays with security. The U.S. governmeiit has developed a better 
system, and should move ahead promptly to implement it fully. 

Background 

The effort to improve the securit)' of the visa system did nor begin after 9/11. The State Department created the first 
terrorist watch list established by any of the border security agencies, knovvnas TIPOFF, m 1987, and pressed the 
intelligence community to share information on suspected ten'orists so their names could be added to the list. But the 
system was far from adequate. Indeed, In 1 99.5 a visa was mistakenly issued in Sudan to Sheikh Omar Abdel-Rahman, 
knowti as the “Blind Sheikh”, who masterminded the first attack on the World Trade C [enter cow’ers in 1 99.5. Rahman 
was a wcU-laiown Islamic radical, and his name was on the TIPOFF watch Hsr. Bur at the rime the. list was only on 
microfiche, and the local hire in the embassy in Khartoum failed to check the list before Rahman’s visa was issued. 
Following the 1 99.5 attacks, the State Department moved to transform TIPOFF into a modern, computer-based w atch 
list system, and then integrated it mto the larger Consular Lookout and Support System (CLASS) database that is 
available to aU consular officers and also contains the names ofanyone denied a U.S. visa in the past. 

In the wake of 9/1 1 , the government initiated an additional scries of background checks aimed at identifying terrorists 
seeking visas to come to the United States, llie most significant, created in january 2002, is known as Visas Condor. 
The checks are done routinely for most male nationals ofmore than two dozen countries (the so-called “List of 26”) 
that are seen as posing a potential terrorist threat, and for others at the discretion of the consular officers. In some 
posts such as Syria, every applicatit is normally referred for an SAO. 


’ Edward Aldcn, “America’s National Suicide; The U.S. needs this man, but it won’t let him in. The Onvcllian talc of cUi immigration 
ordeal.” Ne-wsweek, April 10. 2011 at hUp:,Vvvw w.newsweek.com/2011A?4./i(),^ajuerica-&-ii?itionnj-S!iicide.liiml. 
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A second review laiowii as Visas Donkey pro\'ides additional scrutiny for those whose names come up as a hit against 
a name listed in CLASS. After 9/11, the number of names in CLASS roughly doubled - to nearly 20 million today - 
because the FBI’s National Criminal Information Center (NCTC) database on convicted criminals was added to the 
CLASS database. Ihe NCIC data includes both serious criminals and minor offenders like DUls or shoplifters, if the 
name of the visa applicant marches a name in the database, then an SAO backgroimd check is initiated. The “Donkey” 
review poses particular problems due to the number of “false positives” - i.e. Names that are similar bur nor the same 
person as someone listed in Cl - ASS. 1 his is particularly' .so in countries such as India, ( Ihina and Pakistan where 
certain surnames are extremely common. I'he CLASS sy'stem does not include dates of birth that would help to 
resolve false positives more quickly. 1 have been given estimates by govermiient officials that anywhere from 90 to 99 
per cent of the “hits” under CLASS are false positives, but the consular officer does not know this. All he or she knows 
is that a hit has occurred and the case must he sent hack to the b’BI and other relevant agencies in Washington for 
clearance before the visa can he issued. 

lire other large category of SAO checks is known as Visas Mantis, and it applies to individuals who have some sort of 
scientific or technical expertise. Established in 1998, the goal is to prevent espionage or the transfer of information 
that could he useful in foreign weapons programs, the same set of conetTns dealt with through what are known as the 
“deemed export” requiremetits. Individuals studying or working with an array of “sensitive” technologies as 
enmnerated in the U.S. Technology Alert List arenoniuilly subject to this review. After 9/11. however, amid growing 
fears over weapons proliferation, the number ofindividuals checked under Mantis each year rose from about 1 ,000 to 
more than 20,000 hy 2003, and has grown further since then. 

The SAO process requires that a request go our from the consulate or embassy to all U.S. government agencies that 
may have relevant information about the visa applicant. The State Department cannot issue a visa to that applicant 
until it receives an affirmative response from each of these agencies (a different procedure currently exists for Mantis, 
as will be explained helow). i be applicants are told only that tbeir visa application has been suspended while it 
undergoes "admini.strative processing.” In total, the State Department refers nearly 300, ()()() visa applicants each year 
for SAOs, <1 nor insigniticant number given that the United Stares issues about 6 million visas cacli year. In some 
embas.sics, the numbers arc much higher. Tn Kuala T.unipur, Malaysia, according a recent State Department Inspector 
General report, SAO requirements affect more than 1 3 per cent of even successful applicants,"* 

In most cases the SAO checks are carried out promptly. Condor checks, for instance, average just three days. Bur 
individual cases can take much longer, and there have been times when the backlogs have grown significantly. In 2003 
and 2004, the GAO reported, the average processing time for SAOs rose to more than two months, and manv cases 
took far longer.^ Significant backlogs, though not as long, arose again in 2008 and early 2009. And currently there 
appears to be a smaller new spike in delays, thougli this is based on anecdotal evidence. 


^ United States Department of Stiitc, Office of Inspector General, Report of Inspection. Embassy. Kuala Lumpur, Mala}'sia, Report 
Number ISP-I-10-74A, Augusi 2010, at hup:/'/oi£.sL3(e.£O\/docmneT>»s/onmiiiyatioi>/I4?028.udf 

^ GoA cnuncnt Accountability Office, Border Security: Improvements Needed to Reduce Time Taken to Adjudicote Visas for Science 
Sliuk-nis and Scholars, GAO 04-371, February 2004 at htb? aVww w . sao. aov /new.i(eina/d04 371 . ixli' ; and the follow-on report 
Streamlined Visas Mantis Program Has Lowered Burden on Foreign Science Students and Scholars, hut Further Refinements Needed, 
GAO 03-198, February 2005. 
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Improvements to the Visa Security Process 

The ccnrral conclusion from rhc invesrigarions of the 9/11 Co mmis sion anH orher evaluations was rhar the lack of 
cflcctivc information sharing within the U.S. government was at the heart of the breakdow n that allowed the attacks 
to occur. With respect to visa security, the challenge is to use information sv'stems to ensure that any intelligence 
available to the U.S. government about a visa applicant can be accessed, and acted upon, promptly. 

While I am not aware of all the details, over the past two years the administration has been running pilot tests on a 
more comprehensive system that could do muchto improve information siiarhig and streamhne the current SAG 
procedures. I hisneAv system allows for all visa applicants to be checked routinely against databases that include all of 
the terrorist watch list, criminal, arrival/depart.ure, overstay and other information available to the U.S. govermiient. 
rhc goal is to search for actual intelligence or crimintd information on each individual visa applicant, rather than 
checking applicants simply because tliey fit a certain profile or because their name matches as a hit in (d ,ASS. Ibis 
new system has been tested to run alongside the current security review system, and the pilot tests showed that not 
only did if identify everyone who was deemed to pose a risk under the current SAG process, the computer checks also 
identified additional individuals who had been misse^d under the current process, 

The system is also highly efficient. I'he checks take no longer than 72 hours, which means they can be initiated upon 
receipt of the visa application and in ahnost all cases iure completed before the visa interview is held. False p^osirives 
under CT.ASS are resolved much more quickly than under the current system. Those applicants w ho produce 
derogatory information under the new system are then referred f()rthc detailed background checks required under 
the SAG process. Instead of the several hundred thousand SAG reviews currently clone each year, the new system 
would likely reduce that number inro the low thousands. This would free up valuable government staff time that is 
currently being devoted to reviewing applicants who pose no risk, and uisteail allow for greater investigation of those 
who may pose such a risk. In other words, the new system would better for both security and facilitation. 

My understanding is that there remain some issues to iron out before the system can he fully implemented, but the 
administration should be encouraged to move to full implementation as quickly as possible. 

Once the new system is in place, it W'ill make the current Condor and Donkey checks redundant, and these should be 
phased out. The administration has already indicafed a positive willingness to move in tills direction. Two weeks ago, 
DHS announced in a Federal Register notice rhar it \vould largely end still another layer of routine border screening 
for most visitors from coiuitries of concern. This system, known as the National Security Entry-Exit Registration 
System (NSEF.RS), was created in 2002. The NSF.ERS system held some logic in 2002, by requiring that most 
Travelers from the List of 26 countries be automatically subject to secondary screening upon arrival in the United 
States. But it has since been superseded by other, better security screening procedures. These occiu' not only tlirougli 
the visa process, but for travelers from visa waiver comitries through the Electronic System for Travel Authorization 
(I 'kS'l'A), for all incoming travelers as a result of CBI’’s Automated Targeting Sy'stem, and at the point of inspection as 
a result of US- VISI T. As Di IS said last week in amioiuicing the changes to NSEERS, “D1 IS lias determined that 
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recapniriiig rliis dara manually when a nonimmigraur is seeking admission to the United Stares is redundanr and no 
longer provides any increase in scemiry.” ® 

Similarly, when the administration gets the new visa check system up andrumiing- vdiich some goA'ermnent officials 
tell me will take as much as a year but others insist could be done alm ost immediately - the ad mini stration should in 
the same fashion ehminare the rourme, posr-9/ 1 1 security background checks under the (Zondor and Donlcey 
programs. 

file one exception should be. the Visas Mantis checks, which target people who would not necessarily be identified in 
the course of terrorism or crmiinal-related background chedcs. I would like to take the opportunity here to praise both 
1)1 IS and State for an initiative implemented two ycar.s ago that remains in place. As a result of careful internal 
analysis of the data on those undergoing Mantis reviews, the h\'o departments discov'ered that, in the cases where 
other agencies identified security risks with a particular applicant, such iiiforiiiation came to light very quickly. 1 here 
was smiply no reason for these determinations to take montlis, because if there was derogatory uiforniation, it 
generally appeared within 1 0 business days or less. So the departments have set a sensible internal deadline, under 
which visa applicants who are screened under Mantis now have their cases moved forward if no agency raises an issue 
within two weeks after the SAO process is initiated. 

I would urge the administration to reduce the number of Mantis reviews, however. There is no plausible security 
reason that the number of individuals subject to those checks to has risen to the cairrent levels. The security of 
scientific information has long been a difficult issue for the United States. We gain tremendously as a country from 
scieiiritic openness, in parr because rhe quahry of our universities and of our most hmovarive companies attracts many 
of the world's best and brightest. Ir is of no small importance that half of the companies fomided m Silicon Valley had 
immigrant founders or co- founders. This matters not only for America’s economic success, but for its national 
security as well, which depends on maintaining the. lead in the technology of modern warfare. The United States must 
ensure that efforts to improve security of some sensitive scientific information do not undermine the free flow of 
scientific information from which we as a coiintiy benefit imnicnsely.' 

I want to be clear that such security reviews - whether under the current SAO svstem or in the alternative being pilot- 
tested -are not intended as a substitute for the judgment of the consular officers in an overseas post. Most applicants 
are rejected for visas not because of hits against criminal or terrorist databases, bur because the consular officer has 
reason to believe that they will overstay their visa, or is otherwise not persuaded that the purpose of their intended 
travel to the United States is legitimate. Security reviews arc not intended to replace consular judgment, but to offer 
an additional, valuable tool for enhancing security in the visa process. 


DcpartcmciiT of Homeland Security^ Office of the Scerctaw. Rcmo\dng Designated Countries From the National Seciiriw Entw-Exit 
Regislralion System (NSEERS), Federal Register / Vol. 76, No. 82 /Thursday, April 28, 2011 / Notices p. 23830. 

^ See Beyond Fortress America: National Security Controls on Science and Technology in a Gioholized World, Committee on 
Science. Security, and Prosperity; Coimiiitiee on Scienlilic Communication and National Security; Nadonal Research Coiuicil. 2009. 
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The Costs of the Status Quo 

Delays in visa processing have been a chronic problem over the past decade, though one in which there has been some 
real improvement, albeit inconsistent. Visa security reviews arc only one factor in those delays, which can also stem 
from wait times for iiitervieAvs or other elements of routine processing. And \dsa delays are only one reason that the 
United Stares has become a less attractive destination for overseas travelers. But the economic consequences are 
signiticant- 

Over the past decade, the United States haslost a third ofits market share in international travel, even as hurope has 
seen its share mcrease. Gary Locke, the Secretar}’^ of Commerce nominated to become U.S. ambassador to China, has 
said in talking about visa delays that “the United States often makes it too difficult for foreign company executives to 
enter here to do business — a shortcoming that has had atangihlc cost for American businesses hy shutting out some 
of their best customers.” I he United States has increasingly lost its attractiveness as a location for international 
business, scientific, and even religious convetitions because too many participants camiot obtain visas in a timely 
fashion. One example cited hi the forthcoming U.S. 1 ravel report - Houston lost the 2014 World Petroleum 
Congress to Moscow, at a cost of 9,000 visitors and SI 0.7 million in revenue for the city. 

There also appears Co be an increasitig floiv of talented Indians and C!hinese who were educated at U.S. utiiversities 
returning home; fewer are seeking visas to woi'k in the United States, and more are taking their American degrees and 
returning home.^Much ofthisisno doubt driven by increased economic opportunities in those countries, but visa and 
immigration issues appear to play a role as well. In a highly competitive global economy, the United States simply 
cannot afford to drive people away through measures that are not needed for enhanced security. 

And I want to emphasize that many of the people who get caught up in the security review process are exactly the sort 
of people the United States wajitshcrc. Thev arc mostiv educated, reasonably well off people who have chosen to 
come to the United States to study, or to work, to visit or to do business. Many of them only trigger the security 
review because they liave returned home for a visit, or due to the death of family member, after years ofliving legally 
in the United Stares. Yet as a result of the ciuTciir security review process, we have rhrow'ii many of them into a 
nightmare worthy of Kafl^a. They are never told whv their visa applications arc delayed, onlv that they are subject to 
“administrative processing”; tliev arc given no timetable for how long that processing will take; if they have questions, 
they are told to either check a website that teUs them iiotlmig or call a hotline that tells them nothing. z\nd this 
experience can go on for many months. 

What amazes me about many of these individuals is how little anger or bitterness they express towards the United 
States, iliey are frustrated of course, and saddened by the inability of our goveemuent to do a better job of 
disthiguishuig between friends and enemies. But they love the United States for the opportunities it has offered them 
in their lives, and they want notliuig more than to return. 


^ Miriam Jordan. “Long Prized Tech Visas for U.S. Etitiy- Lose Cachet,” Wall Street Journal. May 7. 201 1 , 
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Conclusion 

Alan Bcrsiii, rhc coimnissioiicr of Cusroms and Border Protection ar DHS, observed in a rcccnr speech that “securirv’ 
and the facilitation of trade are two sidc\s of the same coin. Rach reinforces the other. We can secure and expedite 
legitimate trade and travel tlirougli risk segmentation.” llie same applies to the visa process, i lirougli effective use of 
intelligence, screening and data analysis, we can better identi^' and scrutinize the small niunber of individuals who 
may pose a security threat to the United Stares, without disrupting the timely issuance of visas for the vast majority of 
those we want to come to this country. 

Iris time to move past worn-out notions that delays in visa processing are necessary' for security, lliey are not. Delays 
are simply costs with no benefits. Iris possible for theU.S. govermuenctodo better on both seciurity and facilitation, 
and ( Congress and the administration should work t()gcthcrto make this happen as quickly as possible. 

Thank you, and 1 would he happy to respond to yonr questions. 


Edward Aldenis the Bernard L. Schwartz senior fellow- at the Council on Foreign Relations (CFR), speciahzing in 
immigration, visa policy and U.S. economic competitiveness. Mr. Alden is the author of / ( Josing of ihe American 

Border: Terrorism, Imnfp-ationaml Seamty Since 9j 11. iie^v^s die project director for ImiepemientTask Force on 

U.S. Immigration Policy, which was co-chaired by former Florida governor |eb Bush and former White House cliief of 
staff Thomas F. McLaity. 


Mr. Gallegly. Thank you very much, Mr. Alden. 

Mr. Alden, in your written testimony, you state unnecessary visa 
delays do great damage to the United States’ reputation. That is 
page 3, first sentence. Correct? Are you saying that the opinions of 
foreign countries should take precedence over the safety of Ameri- 
cans? 

Mr. Alden. No. Actually what I am worried about is the opinions 
of people who have come to the United States, have worked in the 
United States, often in the high technology and other sectors, and 
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want to be part of this country and its economy. So it is not the 
opinions of foreign governments. I think that is irrelevant. It is the 
impression we leave with skilled would-be immigrants who are 
thinking do I want to come to the United States or do I want to 
stay home in India or in China or do I want to go to Europe? If 
I am a talented individual, where do I want to work? That is where 
we hurt our reputation. I am not worried about what foreign gov- 
ernments think. I am worried about what individuals who can con- 
tribute — 

Mr. Gallegly. From foreign countries. 

Mr. Alden. From foreign countries. But many of them have con- 
tributed greatly to our economy and continue 

Mr. Gallegly. But isn’t the word “unnecessary” a little subjec- 
tive? 

Mr. Alden. I don’t think so because my understanding is that we 
have the capability, due to improvement in information manage- 
ment, to do more effective security screening with fewer delays. I 
think our goal should be both security and facilitation. It is not an 
either/or question. 

Mr. Gallegly. Mr. Donahue, has the State Department head- 
quarters established specific reasons which has communicated to 
all the embassies and consulates for which a request for establish- 
ment of a VSU at the visa-issuing post overseas may have been re- 
fused? 

Mr. Donahue. Thank you for the question, Mr. Chairman. 

We have not established any specific guidelines. We certainly 
support and we work very hard working with our VSU or ICE col- 
leagues to establish new offices in all the places that we have joint- 
ly agreed they should be. The NSDD-38 requires that an Ambas- 
sador or a chief of mission at a post makes a determination about 
all people that come. And these chief of missions, whether they are 
State Department or they are a member of another agency — come 
from another agency or they come from the military, they come 
from the Hill, they come from the private sector — and they are 
tasked with the responsibility to ensure that every member of their 
mission is secure and is doing the most effective job for the U.S. 
Government. They have to make that decision. 

That being said, we work very closely with ICE in their presen- 
tations for their NSDD-38, but everyone going out to the post, no 
matter what the agency is, including State Department officials — 
there must be an approval from the chief of mission for that person 
to come out to post. 

Mr. Gallegly. Would you ever see a situation where State 
would ever deny a request that would enhance national security? 

Mr. Donahue. I cannot imagine what that would be, sir. 

Mr. Gallegly. Ms. Kephart, in your opinion, should aliens 
whose visas are revoked on terror or national security grounds be 
allowed to access the Federal courts to appeal their revocation? 

Ms. Kephart. You know, when you are dealing with national se- 
curity cases, you are dealing with national security information. 
The issue is a longstanding one. This is the same issue that the 
National Security Unit at the legacy Immigration and Naturaliza- 
tion Service dealt with too in cases pertaining to those currently in 
the United States who are seeking removal of — and the national se- 
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curity information there. I don’t think it is ever a good idea to put, 
number one, State’s authority to issue a visa at stake. It is a dis- 
cretionary issue. The courts have decided this again and again in 
the circuits, and it is not up for judicial review according to four 
of our circuits. 

Furthermore, you are dealing with national security information, 
as I said, and putting that system into chaos is not a good idea 
from a national security perspective at all. 

Mr. Gallegly. Thank you. 

I see my time has expired, but can I just add one additional 
question at the end? Do you think that part of this process, should 
they ever get into the courts, that it could force the Government 
to release classified information that might be very important and 
in our national security? 

Ms. Kephart. Right. I didn’t state it clearly enough, but when 
I was referring to national security information, I was referring to 
classified information. Yes, sir. 

Mr. Gallegly. Okay, that is fine. Thank you very much, Ms. 
Kephart. 

Ms. Lofgren? 

Ms. Lofgren. Thank you, Mr. Chairman. 

I think we might actually have more agreement than I thought 
when the hearing began because, as I understand it, when someone 
comes and applies for a nonimmigrant visa, the State Department 
is going to run it through your CLASS database, but you are only 
going to run it through the TECS database, if you have got a 
Homeland Security person there stationed abroad. Is that correct? 

Mr. Donahue. It is partially correct. Many of the TECS files are 
transferred over to the CLASS database, and so we check a lot of 
the records against records that are in TECS. But I think you need 
to see it in the larger process because, first of all, under the current 
process, after the visa issued, that record is then reviewed in a re- 
current vetting process, something that was recommended by Ms. 
Kephart. We have a recurrent vetting process that looks at all of 
the visas that are extant and checks to see is there any other data 
in 

Ms. Lofgren. Well, I think that is a good idea. 

Mr. Donahue [continuing]. Any sources. And I receive every day 
numerous requests to revoke, and we do revoke. In fact 

Ms. Lofgren. Well, in your testimony, you indicated you have 
never — I mean, when Homeland says don’t do this, you never once 
have failed to follow that. 

Mr. Donahue. That is right. 

Ms. Lofgren. So that is a piece of good news. 

Here’s a question. The GAO report — one thing that kind of jumps 
out is that the ICE agents are not necessarily receiving language 
or country-specific training, and that might not matter in some 
countries, but I think it would be very material in some other coun- 
tries. 

And so when I go abroad and I visit with consular officers and 
I look at how this goes, one of the questions I have always had is 
couldn’t we break down the bureaucratic barriers. I think we ought 
to run every applicant through the TECS system. You know, you 
got a DHS person sitting next to a State Department person. They 
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are all on the same team. I mean, why don’t we have the State De- 
partment just run the names through, and then if there is value 
added to the law enforcement people, they have got unique training 
for that. But if the database is in the U.S., if you don’t have a DHS 
agent with the language skills so they can’t actually do the inter- 
view, I am wondering what is the value of having a person without 
the language skills stationed in a place, for example, in Yemen. 

Mr. Cote. Congresswoman, we do actually have language-capa- 
ble VSU personnel overseas, and during our recruiting process, we 
do recruit for the language capabilities. 

Ms. Lofgren. So in every case, we wouldn’t send an officer over 
unless they spoke the language of the country they are being sta- 
tioned in? 

Mr. Cote. Not at every post, but there have been some instances 
where the post has required language training, and we have sent 
people to language training 

Ms. Lofgren. I wonder if you could just, you know, after the 
hearing, give me a list of the agents and the language capabilities 
and where they have been sent and the instances where we have 
a match and the exceptions to that. That would very interesting to 
me. 

Mr. Cote. We will provide that. 

Ms. Lofgren. Mr. Alden, you have had an opportunity, I think, 
to take a look at the legislation that has been discussed. Do you 
have any views on whether the bill accomplishes what you think 
needs to be done in terms of security as well as efficiency? 

Mr. Alden. I think to echo some of the comments that you have 
made, I think the real issue is what the VSP agents are doing in 
the embassies where they are located. And the GAO report high- 
lighted the need to get a better handle on that. If all we are talking 
about is running names against additional databases, this can be 
done from the United States. It can be done at a fraction of the 
cost. 

Ms. Lofgren. It would be a lot cheaper. 

Mr. Alden. A lot cheaper than putting people in the embassies. 
So the question is are we talking about the development of more 
of an elite corps so individuals with real language training, local 
law enforcement contacts, much like the FBI attaches or the CIA 
station personnel that we have abroad? If we are talking about the 
development of that sort of capability, then I can see it adding a 
lot in terms of what Ms. Kephart talked about in trying to identify 
indicators of terrorist travel. 

What I don’t see — and I am happy to be corrected — is that DHS 
has a plan for developing that type of capacity. It seems to be more 
just getting an ICE agent in place. 

Ms. Lofgren. Well, I think we are going to get a report on that 
subsequent to this. 

Mr. Alden. And I think it is important to try to clarify that. 

Ms. Lofgren. It just seems to me that we ought to break down 
the barriers between the two Departments to have access to the 
database. That is just to me a simple thing. And once we do that, 
assuming that we have got our technology in place — ^you know, if 
there is a problem with somebody, it would be nice to know it be- 
fore we issue a visa and not issue the visa. That is a lot better than 
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revoking. Obviously, if you find out later and you need to revoke, 
you do, but the earlier you catch it, the better of you are going to 
be, it seems to me. That is a suggestion I would make, and I think 
to some extent this is a system that has worked as envisioned and 
maybe could be expanded with some interagency collaboration. 

And I see my time is up, Mr. Chairman. So I will yield back. 

Mr. Gallegly. I thank the gentlelady. 

The gentleman from Florida, Mr. Ross? 

Mr. Ross. Thank you, Mr. Chairman. 

Mr. — it is Cote? I appreciate that. 

Let me ask you about the security process, I mean, the screening 
process. Do you have an opinion as to whether the screening proc- 
ess — I mean, we have got the 2004 intel requirements that they 
have in-person interviews. Do you think that the best place to do 
the screening is in the United States or at the consular office? 

Mr. Cote. I think that the best approach is to have a layered ap- 
proach, and the layered approach starts with initial screening with 
databases and information sharing between the agencies that are 
involved in the national security process. 

Mr. Ross. Go ahead. I would assume, though, that you would 
think that we should have an in-person interview at least in the 
consular office. 

Mr. Cote. Absolutely. We believe that there is no finer capability 
of not having law enforcement-trained person, boots on the ground 
so to speak, there to be able to look at documents, do interviews, 
collaborate with our State Department colleagues and other law en- 
forcement agencies at post, along with bringing the law enforce- 
ment expertise to that process. 

Mr. Ross. And if we had had that in place prior to September 
11th in 2001, we probably would have prevented a major catas- 
trophe. 

Mr. Cote. I think it would have certainly enhanced the process, 
yes. 

Mr. Ross. Now, I know the GAO has issued a report, and accord- 
ing to the report, over one-quarter or about 5 of 19 posts of the 
VSP are located at embassies and consulates that are ranked out- 
side of the top 50 risk posts identified by DHS and State. Do you 
know what decision-making process was followed to place the VSP 
agents at these locations instead of high-risk locations? 

Mr. Cote. Well, we have to start out by looking at how they are 
ranked, and out of the over 200 visa issuing posts, they are ranked 
as far as risk is concerned. I can tell you that all the VSU’s are 
within the top 100, and I think as far as getting the expansion of 
the program out there at least initially, we wanted to get to any 
one of those posts that we could get to as quickly as possible to se- 
cure the posts and work with our colleagues there. So the highest- 
risk posts are still our goal. 

Mr. Ross. And in furtherance of that goal, what is being done, 
can you say, to enhance that strategic plan? 

Mr. Cote. Our 5-year strategic deployment plan is still in place. 
It is consistent with what we plan to do going forward and having 
the opportunity and the resources to do that, we will. It is one of 
our top priorities. 
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Mr. Ross. Thank you. I also note that the report indicated that 
since the establishment of the program in 2003, the VSP tracking 
system did not collect accurate comprehensive data on VSP per- 
formance measures such as the time spent by VSP agents on visa 
security activities or investigations, training provided to consular 
officers, and assistance and liaison activities provided by VSP 
agents. In fact, the GAO recommended that the Department of 
Homeland Security ensure that the VSP tracking system collects 
reliable data on all performance measures to accurately evaluate 
and report on VSP performances. 

Do you think that the Department of Homeland Security needs 
to improve the tracking of the VSP activities and performance? 

Mr. Cote. We concurred with the majority of that. Since the re- 
port, we have put into place a new tracking system that has those 
measures put into it, and we are tracking all the recommendations 
that the GAO report had. 

Mr. Ross. You are. Good. 

Mr. Cote. We are. 

Mr. Ross. Ms. Kephart, do you think that the Visa Security Pro- 
gram should be expanded? 

Ms. Kephart. Yes, absolutely. The additional positive that the 
VSP provides — and the DHS GIG report from 2008 makes this very 
clear — is that it adds a layer of on-site investigative expertise that 
would not otherwise exist. So you can have not only an analysis of 
individual cases, but you can have an analysis of ongoing methods 
that are developing in terrorist travel. You cannot have that nec- 
essarily by simply a technology check. I agree with Ranking Mem- 
ber Lofgren that you need to make TECS available across the 
board, but that technology access is only the base for an investiga- 
tion. You need to have folks on board to actually conduct those in- 
vestigations, and the DHS GIG report has a very good example — 
anecdotal — of terrorist affiliations amongst three people that were 
only discovered because VSP was on site. 

Mr. Ross. Thank you. 

I see my time is up and I yield back. 

Mr. Gallegly. I thank the gentleman. 

The gentlelady from Texas, Ms. Jackson Lee? 

Ms. Jackson Lee. Thank you very much, Mr. Chairman. 

Could I ask Mr. Donahue to move the time clock? Because I can- 
not see it. Just a little bit over. There we are. Thank you very 
much. And the Chairman knows I always want to comply with the 
time clock. 

Let me thank both the Ranking Member for raising some of the 
questions that she raised. 

But I would out of personal privilege like to acknowledge the 
Ambassador from Kenya who had the privilege of studying at the 
University of Texas Medical Center some 30 years ago, which I 
think indicates the kind of people that do come to the United 
States. But he now serves as the Ambassador to the United States 
from Kenya, and I would like to acknowledge him this afternoon 
and thank him for his presence here. 

Let me just ask Mr. Cote. 

Mr. Cote. It is Cote, Congresswoman. 
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Ms. Jackson Lee. It is Cote, okay. I was tempted to say it but 
did not see an accent. 

But in any event, is it just your assessment in the position that 
you had that most of the people seeking to come into the United 
States, if you look globally of coming for a productive purpose, 
when you look at visas across the hoard in your work? 

Mr. Cote. I would that would be correct. 

Ms. Jackson Lee. Mr. Donahue, what has heen your assess- 
ment? I am not sure how long you have heen in your position, but 
in dealing with visas, what have you seen is the landscape? 

Mr. Donahue. I would agree with that assessment. I have heen 
doing it for 28 years and the vast majority of people applying for 
visas are coming for positive reasons. 

Ms. Jackson Lee. And, of course, most will say it only takes one 
and we understand that. We have gone over and over again as to 
what happened with 9/11. We know that many of the individuals 
were there with visas and some of them — I think the term that we 
have heard — had “clean skin,” had no records, so that even as they 
were issued overseas, there was no derogatory information that 
might have generated their presence at least on some. 

Mayhe Mr. Cote has something he was trying to respond to? 

Mr. Cote. No, Congresswoman. 

Ms. Jackson Lee. How in the instance of the 9/11 when some 
might have had clean skin — I know there are different 
terminologies — would the enhanced Visa Security Program under 
the legislation that we are presently sort of having a hearing for — 
where would that have helped? 

Mr. Cote. You are asking me? 

Ms. Jackson Lee. Yes, sir. 

Mr. Cote. It is not absolutely certain, but I think with the en- 
hanced screening process and the 100 percent vetting that we do 
from where they applied for the visas, I think there is a possibility 
that it could have been uncovered. Bringing law enforcement and 
the intelligence community information that we do now to that 
process, I think there would be a good possibility that it could have 
been uncovered prior to issuance. 

Ms. Jackson Lee. But what you are saying is there is also that 
kind of cooperation to a certain extent right now. 

Mr. Cote. Cooperation with the State Department? 

Ms. Jackson Lee. Yes. 

Mr. Cote. Yes. We do cooperate. 

Ms. Jackson Lee. And with intelligence. I mean, you look broad- 
ly at the applicant. 

Mr. Cote. At the visa security posts that we are at, we look in 
depth at all those applications that we believe could be a national 
security risk. 

Ms. Jackson Lee. And I know, Mr. Donahue, there is an intent 
by this bill to expand those VSU units. What do you think? Is there 
any great enhancement on what you are doing and these units in 
terms of the cost and other issues that we have to be concerned 
about? 

Mr. Donahue. Well, first of all, I would like to say that since 9/ 
11, we have really changed the way 

Ms. Jackson Lee. You have. 
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Mr. Donahue [continuing]. We do things and especially in the 
last year, that instead of having static databases, we are looking 
for that person who previously we didn’t know. And that is where 
we certainly appreciate the support that we receive from ICE and 
from the other intelligence and law enforcement communities to 
help us find that person, that unknown character. We can build 
databases of bad people all 

Ms. Jackson Lee. And I don’t mean to cut you off, but I need 
to let this other point — I do want to bring to the attention of the 
Committee that a gentleman from — a Saudi student attempted a 
terrorist terror plot. He was caught because of a combined effort 
but was not caught earlier. And I don’t know if this VSU unit 
would have helped him because he had no derogatory elements to 
his background. 

So I think the question I want to raise is that we need a system 
of cooperation. The question is, are the VSU units the best, and is 
it good to remove the judicial review? Because I think overall the 
grand number of people that come into the United States want to 
do good. I want to weed out the ones who do not. 

And I would just like to finish on this point. Do you have any 
comment about removing the judicial review aspect to an indi- 
vidual whose visa has been denied? 

Mr. Gallegly. Would you like to try to respond to that very 
quickly? 

Mr. Donahue. We have just received this bill recently. We have 
not sent it through the interagency process. We would be glad to 
take it for the record. 

Ms. Lofgren. Would the gentlelady yield? 

Ms. Jackson Lee. I would be happy to yield, if the gentleman 
would yield me an additional minute. 

Mr. Gallegly. An additional 30 seconds. 

Ms. Lofgren. I just want to make clear for the general public 
we know that right now revocation of visas outside the United 
States is not subject to judicial review, and I don’t think anybody 
is suggesting that that be changed. 

Mr. Donahue. And we thank you for that. 

Ms. Lofgren. The question is what happens constitutionally to 
someone who is in the U.S. 

Ms. Jackson Lee. Correct. 

Ms. Lofgren. I thank the gentlelady for yielding. 

Ms. Jackson Lee. My point was the judicial review component 
to the legislation. 

Ms. Lofgren. I knew that but I just wanted to make sure the 
public understood. 

Ms. Jackson Lee. And if you can comment on that. 

And I would finally say that terrorism is something we have to 
be concerned about, but we need to balance the visa system to en- 
sure that we still have a welcoming door for those who want to 
come and help and do well in the United States as this country has 
been based upon. 

I yield back. 

Mr. Gallegly. The time of the gentlelady has expired. 
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I would ask unanimous consent to enter into the record a letter 
of support on H.R. 1741, the “Secure Visas Act,” from ACT! for 
America. 

Hearing no objection, that will be the order. 

[The information referred to follows:] 



ACT! 

forArner. 


May 10. 2011 

Representative Lamar Smith 
Chairman. House Judiciary Committee 
2138 Rayburn House Office Building 
Washington, DC 2051S 

Dear Chairman Smith: 

On behalf of ACT/ for Americo, its 160,000 members and 560 local chapters nationwide. I write to you 
today in strong support of H.R. 1741, the Secure Visas Act of 2011 - legislation tremendously important 
to our national security. 

We wholeheartedly agree with you that "visa security is critical to America's national security" and that 
"terrorists will continue coming to the U.S. legally if we do not tighten our visa security process." ACT/ 
for America applauds you for taking on this serious matter by once again introducing the Secure Visas 
Act. We included the proposal on our list of "high priority legislation" during the last Congress and we 
proudly do so again. 

As we have witnessed numerous times, terrorists - specifically those espousing radical Islamic ideologies 
- have used loopholes within our U.S. visa process to gain access to our nation for hostile purposes, 
From the 9-11 terrorists who killed 3.0CX) people on American soil, to Abdul Farouk Abdutmutallab, who 
sought to blow a U.S. airliner out of the sky on Christmas Day. to Khalid Ali-M Aldawsarl, a Saudi Arabian 
student who was charged with attempting to use a weapon of mass destruction in the U.S. - all have 
used the U.S. visa process to gain access to our nation. There is clearly a problem that must be 
addressed and addressed quickly. 

Passage of the Secure Visas Act will require the Department of Homeland Security to increase the 
number of visa security units overseas to areas designated as 'highest risk' for terror threats. More 
importantly, the legislation will allow an expedited removal process for suspected terrorists already here 
in the U.S. 

Please be assured that ACT/ for America's 160,000 national grassroots advocates will work to ensure 
that this important proposal is passed into law as quickly as possible. 

Thank you for all of your efforts to make our nation safe and secure. 

Sincerely. 

Brigitte Gabriel 

President and Founder, ACT! for America 
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Mr. Gallegly. I want to thank our witnesses particularly for 
your patience in waiting almost 2 hours for us to get started. I 
know your time is valuable, and we all respect that. And I really 
appreciate that, plus the excellent testimony you gave today. We 
are all grateful for that. 

Without objection, all Members will have 5 legislative days to 
submit to the Chair additional written questions for the witnesses, 
which we will forward and ask the witnesses to respond as prompt- 
ly as possible so their answers can be made a part of the record 
of the hearing. 

Without objection, all Members will have 5 legislative days to 
submit any additional materials for inclusion in the record. 

And with that, again I thank the witnesses for not only your pa- 
tience but your excellent testimony, and with that, the hearing 
stands adjourned. 

[Whereupon, at 4:30 p.m., the Subcommittee was adjourned.] 
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Statement for the Record 

House Subcommittee on Immigration Policy and Enforcement 
“H.R. 1741 the ‘Secure Visas Act”’ 

May 11, 2011 

The National Immigration Fomm works to uphold America's tradition as a nation of 
immigrants. The Forum advocates for the value of immigrants and immigration to the nation, 
building support for public policies that reunite families, recognize the importance of 
immigration to our economy and our communities, protect refugees, encourage newcomers to 
become new Americans and promote equal protection under the law. 

The National Immigration Forum opposes the Secure Visas Act as written. Current law 
sufficiently provides the government with power to deny or revoke visas on national security 
grounds. 

The Secure Visas Act would erase an important check on the action of agency officials by doing 
away with judicial review of visa revocations. Judicial review by an immigration judge is critical 
to ensuring justice is reached for visa holders who are in the United States and face deportation 
if their visa is revoked. Section 2(b)(3) of the Secure Visas Act would remove the safeguard of 
judicial review and would give unchecked power to the Secretary of Homeland Security to 
revoke any visa on any ground. Without judicial review, an agency official, acting in error or 
even acting unla^vfully, could order a visa revoked and the \asa holder would have no recourse. 

The current ^dsa system includes rigorous background and security checks for applicants. Even 
after a visa is granted, the government has the power to revoke it for security or other concerns. 
There is no reason to believe that the elimination of all judicial review of visa revocations would 
increase our nation’s security or deter terrorism. 

They key to thwarting terrorist attacks is to gain the proper intelligence about threats from 
individual seeking to do this country harm, and to make sure that intelligence is in the hands of 
government officials who can prevent those individuals from entering the U.S. The Secure Visa 
Act does nothing to further that goal. There is no demonstrated need for the elimination of 
judicial review, and we oppose it. 
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